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ON THE COVER
While researchers continue to look for the
next generation of ballistic materials, ballistic
armor producers and manufacturers strive to
FUHDWHSURGXFWVZKLFKZHLJKOHVVLQFUHDVH
SHUIRUPDQFHDQGRIIHUJUHDWHUÁH[LELOLW\

Circle 3002 for More Information
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Underage Girls
and Marriage

(No, Not in Yemen or Libya…HERE)
Ramesh Nyberg

T

here are a ton of issues to choose
IURPZKLFK,FRXOGZULWHDERXWVREHIRUHZHFRQWLQXHOHWPHJLYH\RXWKLV
JHQWOHGLVFODLPHU7KHPDQ\ODZHQIRUFHment issues I could (and maybe should)
EHZULWLQJDERXWKHUHDUHMXVWWRRPXFKRI
DQHPRWLRQDOWRUQDGRIRUPHVR,·YHFKRVHQDQRWKHUWRSLF1RWWRZRUU\,·OOJREDFN
WRWDFNOLQJWKHREYLRXVVWXIIZKLFKPDNHV
all of us grind our teeth and hearts these
days. In this issue, I give you something
less obvious, but almost as emotionally
excruciating – the idea of some young
girls getting married off to adult males.
,·PQRWWDONLQJDERXWVRPH5RPHRDQG
Juliet story of a 17-year-old girl running off
ZLWKD\HDUROGER\IULHQG²,·PWDONLQJ
DERXWD\HDUROGJLUOEHLQJOHJDOO\ZHG
WRD\HDUROGPDQ$K\RXVFRIIWKDW·V
<HPHQ·VRU6DXGL$UDELD·VSUREOHPULJKW"
:URQJ²DQGKROGRQWR\RXUVHDW%HWZHHQ
DQGWKHUHZHUHDSSUR[LPDWHO\
 XQGHUDJH JLUOV PDUULHG WR DGXOW
men in the United States DQG WKDW ZDV
GDWDIURPRQO\VWDWHV,W·VRXUSUREOHP
WRR,QVWXGLHVE\QRQSURÀWJURXSVVXFKDV
8QFKDLQHG DW /DVW D 1HZ -HUVH\EDVHG
organization), these marriages have involved girls as young as 12 being forced
into marriages to men, often “gifted” to
them in prearranged marriages. The social fallout from this barbaric practice is a
GLYRUFHUDWHRIQHDUO\DKLJKVFKRRO
GURSRXW UDWH RI  DQG FRXQWOHVV FDVHVRIDEXVHDQGVH[XDOVODYHU\*LUOVZKR
marry before the age of 18 have a dismal
FKDQFHRIDWWDLQLQJDFROOHJHGHJUHH

“What I found particularly alarming is how completely
asleep at the wheel we have been in this country
about these depravities. Here in 2017, 27 of our 50 states
have no laws which specify a minimum age
for a child to marry.”
~Ramesh Nyberg
<RX ZDQW WR EULQJ XS UHOLJLRXV WROHUDQFH" *R DKHDG , KHUHE\ SURFODLP P\self as religiously intolerant to any cultural
RU UHOLJLRXV SUDFWLFH ZKLFK PDQGDWHV D
\RXQJJLUOEHIRUFHGLQWRDPDUULDJHZLWK
D JURZQ PDQ ,W·V QRWKLQJ PRUH WKDQ D
ORRSKROHWRSHGRSKLOLDDQGUDSH,W·VWLPH
to close the loopholes.
What I found particularly alarming is
KRZ FRPSOHWHO\ DVOHHS DW WKH ZKHHO ZH
have been in this country about these
GHSUDYLWLHV +HUH LQ   RI RXU 
states have no laws ZKLFKVSHFLI\DPLQimum age for a child to marry. Even in
VWDWHV ZKHUH WKH ODZ PLJKW EH  RU 
VWDWXWHVDOORZMXGJHVWRGHSDUWGRZQZDUG
DQGDOORZPDUULDJHLQFDVHVZKHUHWKHJLUO
LV SUHJQDQW RU ZKHUH ERWK IDPLOLHV KDYH
agreed to the marriage. So, instead of
going to dance practice or playing on the
soccer team at school, a barely pubescent
JLUOLQVRPHFXOWXUDOFLUFOHVZLOOOHDYHKHU
family home to become the sexual playWKLQJ RI VRPH GHYLDQW ZKRVH FDYHPDQ
PRUDO FRGH KDV WROG KLP LW·V FRPSOHWHO\
okay.

Recently, the efforts of Unchained got
DELOOSDVVHGWKURXJKWKH1HZ-HUVH\VHQDWHEXWLWZDVYHWRHGE\WKHJRYHUQRUZKR
GHHPHGWKDWWKHSUREOHPGLGQ·WFUHDWHDQ\
SUHVVLQJ´VRFLDOLOOVµ1R"$GLYRUFH
rate, domestic slavery, sexual abuse of a
FKLOG²WKHVHGRQ·WFUHDWHDQ\EXUGHQVIRU
us taxpayers (not to mention the lifelong
HPRWLRQDO GDPDJH RI WKH ´EULGHµ " 7KH
JRYHUQRU DQG RWKHUV ZKR KDYH IDLOHG WR
see this as a problem need to get their collective heads out of their asses and take
action.
*LUOVZKRKDYHEHHQEUDYHHQRXJKWR
HVFDSHWKHVHPDUULDJHVE\WKHZD\KDYH
been deemed as outcasts in their respecWLYH FXOWXUDO FLUFOHV DQG HYHQ GLVDYRZHG
E\ WKHLU RZQ SDUHQWV 6RPH ZKR KDYH
literally escaped their pedophile captors
KDYHPHWZLWKWKHEULFNZDOOVRIDQLQDGequate social structure: Domestic shelWHUV ZRQ·W WDNH XQDFFRPSDQLHG PLQRUV
FRQVLGHULQJ WKHP ´UXQDZD\Vµ DQG ZLWK
QRZLOOLQJSDUHQWVWRKHOSDJLUOPD\KDYH
OLWWOH RU QR OHJDO DELOLW\ WR ÀOH OHJDO DFWLRQ
RQWKHLURZQ7KLVLVZKHUH8QFKDLQHGDW
Continued on page 8
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A shortcut to stolen
vehicle recovery.

With OnStar® Stolen Vehicle Assistance1, you have access to technology that can help recover a stolen
vehicle faster. Theft Alarm Notiﬁcation2 notiﬁes owners as soon as their alarm sounds. Using GPS,
Advisors can provide the vehicle’s location and send a Remote Ignition Block™ 1 to keep the engine
from restarting. And with Stolen Vehicle Slowdown®, 1 a dangerous chase can be avoided. It’s our way of
lending a hand to those who dedicate their lives to their community.
Visit onstar.com/publicsafety for more information.

Circle 4003 for More Information

1 Services vary by model and conditions. Visit onstar.com for vehicle availability, details and system limitations. 2 Theft Alarm
Notiﬁcation features vary by vehicle. Requires factory-installed theft-deterrent system; Security, Guidance or Stolen Vehicle
Assistance Plan Add-On; and selection of notiﬁcation communication preference(s). Vehicles must be locked electronically
to arm the factory-installed theft-deterrent system. Messaging and data rates may apply. ©2017 OnStar. All rights reserved.
policeandsecuritynews.com • July/August 2017
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...AND NOTHING BUT THE TRUTH
Continued from page 6

Last and Fraidy Reiss, its founder, come in.
She founded the organization in 2011,
after getting herself out of an arranged marriage and enduring the pain – to this day
– of her family disowning her because of it.
“There’s nothing easy about getting out
of an arranged marriage,” Reiss says. Her
organization has been fighting for statutory
sanity in minimum marriage ages, one state
at a time. Unchained’s statistics show that
there is no particular concentration of child
marriages – they’ve occurred everywhere
in the country, but Idaho leads the USA in
per capita child marriages, while states like
Texas, West Virginia and Kentucky all show
high instances of minor child wedlock as
well.
In the “developing world,” one in three
girls is married by the time she is 18 years
old. The developing world, I think we’ll all
concede, far outnumbers developed countries like ours. That means that the global
numbers of girls whose childhoods have
been stolen from them – and replaced by
the sudden expectation to be the sexual
servant of an adult male – is staggering.
We are a country which accepts everyone, regardless of cultural or religious beliefs. People from all corners of the earth
– developing and otherwise – have come
here to enjoy the fruits of freedom. We
are also a country which believes in our
laws and we don’t allow cultural and religious beliefs to supersede those laws. But,
somehow, we’ve let the fox in the henhouse
with child marriage. We vigorously prosecute a 40-year-old man who has sex with
a 14-year-old for a felony which could put
him in prison for life. But, if he marries her,
well, that’s another story. Legally, we’ve
told 14-year-olds they can’t consent to sex;
that’s why it’s rape. But, we let them marry,
if it’s socially convenient.
If you haven’t been sufficiently offended
to take action, go to unchainedatlast.org
and learn more, or send my friend Fraidy
Reiss an E-mail to ask how you can help.
It’s going to take us to stem the tide of this
truly social ill. Young girls on American soil
are due the same protections the rest of us
have and there is nothing which excuses
the exploitation and robbery of their childhood. P&SN
Ramesh Nyberg retired from law enforcement in November 2006 after 27 years
in police work. He now owns his own private investigation agency, Nyberg Security
and Investigations, and can be reached at
Ramesh@NybergPi.com. He enjoys getting feedback from readers.
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Office of Justice Programs
Releases Toolkit to Aid
Police Response to Children
Exposed to Violence
Acting Assistant Attorney General Alan R. Hanson recently announced the launch of the Enhancing Police Responses to Children
Exposed to Violence toolkit. The toolkit is designed to equip law
enforcement professionals with trauma informed, developmentally
appropriate tools to effectively respond to children who have been
exposed to violence.
Funded by the Office of Justice Programs’ Office of Juvenile Justice and Delinquency
Prevention (OJJDP), the toolkit
contains protocols, checklists
and other field-tested and research informed resources to
enable law enforcement leaders
and frontline officers to improve
responses to children who have
encountered trauma.
“An officer’s response to children who have been exposed to
violence can be critical to their
recovery and a key factor in
ensuring their resilience,” said
Hanson, whose announcement
was made during a special Congressional briefing as part of National Police Week. “This toolkit will
help officers identify and minimize threats to child safety and foster
closer engagement between law enforcement and youth.”
Officers trained in biological, neurological and psychological responses to trauma will be better prepared to recognize and identify
these symptoms in their encounters with children and family members, and will be equipped to respond in ways which maximize both
officer safety and positive outcomes for children and families.
“When children are not identified and supported in recovery following exposure to violence, they are at greater risk for a range of
negative outcomes. Officers’ contact with those children can be crucial in how children recover following exposure to trauma,” said Eileen M. Garry, OJJDP’s Acting Administrator. “Now, we have a framework which enables law enforcement to plan, train and respond to
help children reestablish a sense of security and stability which is
essential to recovery.”
The toolkit was developed under a cooperative agreement between the International Association of Chiefs of Police, the Yale Child
Study Center and OJJDP.
To download a copy of Enhancing Police Responses to Children Exposed to Violence: A Toolkit for Law Enforcement, visit
http://tinyurl.com/y93f94sr.

New touch screen display.
New dash monitor mount.

New freedom of mobility.

Mount your computer remotely.
The latest mobile office solution from Havis features a new lightweight, high-resolution touch screen display
and optional vehicle-specific mounts that maximize comfort, safety, functionality and in-vehicle space.
The display functions as an external monitor that mounts close to the dash with the option of mounting the
computing device elsewhere in the vehicle to save space in the cabin. A tilt/swivel hinge provides for a
range of adjustments to reduce glare and body strain and allow access to the OEM control panel.
• Display and Mount have been tested to
industry safety and vibration standards
to ensure quality performance in rugged
conditions.

• Vehicle specific dash mounts for the touch
screen display available for numerous
models of Ford, Chevrolet, Dodge, and
Nissan.

• Compact design optimizes space for
additional equipment and peripherals
(keyboards, scanners, etc.) to be mounted
in the cabin.

• Display, mount and peripherals can be
bundled into a mobile office solution or
purchased separately.

Learn more at havis.com
Circle 4004 for More Information
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SWAT/Tactical Eq
quip
pme
ent
*SPWVU;OLYTHS0THNPUN*HWHIPSP[`
HWHIPSP[`
(]HPSHISL PU Ä]L TVKLSZ [OL (YTHZPNO[ I` -309®
YH(WVSSV7YVPZHZVSPKZ[H[L\UJVVSLKSVUN^H]LPUMYHYLK_\UP[`THNUPÄJH[PVUJSPWVU[OLYTHSPTHNPUNKL]PJL+LZPNULK[VTV\U[PUMYVU[VMH]HYPHISLTHNUPÄJH[PVUKH`ZPNO[VUWYLJPZPVUYPÅLZ
HUK [HJ[PJHS ^LHWVUZ P[ JHU HSZV IL \ZLK HZ
a stand-alone thermal weapon sight or as a
OHUKOLSK TVUVJ\SHY ;OL (YTHZPNO[ features
an integral compass and inclinometer for enOHUJLK[HYNL[YHUNPUN
 (WVSSV7YVPZVɈLYLKPU_HUK_WP_LSMVYTH[Z^P[OWYVMLZZPVUHSNYHKL
TTVYTT.LYTHUP\TVIQLJ[P]LSLUZLZ

Circle 4007 for More Information

HURST Jaws of Life®0U[YVK\JLZ:P_5L^;VVSZ
New Artwork by
Dick Kramer Studios
“St. Michael” PZ H IYHUKUL^
ISHJRHUK^OP[L WYPU[ I` YLUV^ULK
HY[PZ[ +PJR 2YHTLY ;OPZ   _  
WLUJPSKYH^PUNKYHTH[PJHSS`KLWPJ[Z
the patron saint of police and milP[HY` WLYZVUULS +PJR 2YHTLY [OL
^VYSK»Z MVYLTVZ[ [HJ[PJHS HY[PZ[ PUJS\KLZH]HYPL[`VMW\ISPJZHML[`WYVfessionals among his artistic reper[VPYL >P[O OPZ PUJYLKPISL ZRPSS +PJR
PZHISL[VJHW[\YL[OLZ[YLUN[OKL[LYTPUH[PVU HUK O\THUP[` VM [OLZL
TVKLYUKH`OLYVLZ

Circle 4005 for More Information

 /<9:; 1H^Z VM 3PML 0UJ OHZ HUUV\UJLK [OL SH\UJO
VMZP_UL^[VVSZPUJS\KPUNJ\[[LYZJVTIPUH[PVU
[VVSZ HUK ZWYLHKLYZ ^OPJO NP]L ÄYZ[ YLZWVUKLYZ TVYL WV^LY TVYL ZWLLK
HUK ^PKLY ISHKL VWLUPUNZ [V NL[
[OLQVIKVUL
The new tools include the
SP 777 Spreader and
SP 777E2 Spreader. The SP 777 Spreader
PZZSPTTLYHUKSPNO[LY[OHUP[ZWYLKLJLZZVY;OLSP 777E2 Spreader has a single
PU[LNYH[LKJ`SPUKLYIVK`KLZPNUHUKSHYNLISHKLVWLUPUN
Also new are the S 312 Cutter and S 312E2 Cutter and the SC 358 Combi and
SC 358E2 Combi.
(SSZP_[VVSZMLH[\YL[OLLYNVUVTPJHSS`KLZPNULKZ[HYNYPWMVY[VVSHJ[\H[PVUMYVT
HSTVZ[HU`NYPWWPUNWVZP[PVUHUKHKLHKTHUJVU[YVS]HS]L^OPJOYL]LY[Z[VUL\[YHS
WVZP[PVUPMH^VYRLY»ZOHUKZSPWZMYVT[OLJVU[YVS(SSL+9(<30*[VVSZJVTL^P[O[^V
3P0VUYLJOHYNLHISLIH[[LYPLZHUKVULJOHYNLYHUKLHJO[VVSOHZHU07YH[PUNVM07

Circle 4008 for More Information

M-Spec Now with
Carbon Fiber

Sightmark has introduced the Ultra Shot M-Spec FMS Carbon Fiber
9LÅL_:PNO[^OPJOMLH[\YLZHJHYIVU
ÄILYWYV[LJ[P]LOVVKOLSWPUNP[^LPNO
  SPNO[LY [OHU V[OLY YLÅL_ ZPNO[Z
Boasting a 65 MOA circle dot crosshair
^P[O46(JLU[YHSKV[YL[PJSLP[VɈLYZ
H ZJYH[JOWYVVM SLUZ JHZ[ THNULZP\T
HSSV`OV\ZPUNHUKPZZ\ITLYZPISL[V
MLL[ 5PNO[ ]PZPVU JVTWH[PISL P[Z WHYHSSH_JVYYLJ[LKVW[PJHSSLUZZ`Z[LTHSSV^ZZOVV[LYZ[VZPNO[HJJ\YH[LS`MYVT
[LU`HYKZ[VPUÄUP[`

Circle 4006 for More Information
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5L^(PT
5L^(PTPUN:VS\[PVUMVY
Red-Dot
Dot Optics

The Slash & Flash Hard Knuckle
Gloves can withstand high-level operations; feature a Kevlar® and goatskin
Level II cut-resistant palm; and a Nomex®ÅHTLYLZPZ[HU[IHJR^P[OV\[ZHJYPÄJPUNK\YHIPSP[`WYV[LJ[PVUVYJVTMVY[

New from Trijicon®the
the MRO® PATROL MLH[\YLZ H JVTIPUH[PVU VM [OL
[OL
TROL
TVZ[ YLX\LZ[LK HJJLZZVYPLZ PUJS\KPUNSLUZJV]LYZH[IV[O[OLVJ\SHYHUK
VIQLJ[P]LSLUZ"HU(9+2PSS-SHZO^OPJO
k release mount
eliminates glare; a quick
constructed off 7075-T6 aluminum; and
LPNO[IYPNO[ULZZZL[[PUNZPUJS\KPUN[^V
MVYUPNO[]PZPVUHUKVULMVY\ZLPU]LY`
MLL[
IYPNO[ SPNO[Z >H[LYWYVVM [V  MLL[
the MRO PATROL is chemical- and
JVYYVZPVUYLZPZ[HU[
JVYYVZPVUYLZPZ[HU[

Circle 4009 for More Information

Circle 4010 for More Information

New Gloves from First Tactical

SWAT-Tourniquet™

Aftermarket Vehicle Armor
Hardwire’s Vehicle Armor products
HYL HU HɈVYKHISL ^H` [V HKK IHSSPZ[PJ
protection to a vehicle without major
TVKPÄJH[PVUZVYI\YKLUZVTLPUZ[HSSH[PVUZ)HSSPZ[PJWYVK\J[ZH[[HJOX\PJRS`
[V H ]LOPJSL»Z L_[LYPVY HUK Ä[ PU[V L_PZ[PUN ]LOPJSL ^PUKV^ VWLUPUNZ ;OL
armor provides protection against
OHUKN\UZ HUK ZOV[N\UZ VY YPÅLZ HUK
PZH]HPSHISLMVY]HYPV\Z]LOPJSL]HYPHU[Z
PUJS\KPUN[OL-VYK0U[LYJLW[VY*OHYNLY
HUK V[OLYZ /HYK^PYL WYVK\J[Z OH]L
ILLU PTWSLTLU[LK I` IV[O SHYNL HUK
small police forces throughout the
<UP[LK:[H[LZ

Circle 4011 for More Information

 +LZPNULK I` H MVYTLY VWLYH[VYTLKPJ [OL
SWAT-T is a multiuse medical device designed
[V [YLH[ H ]HYPL[` VM SPML[OYLH[LUPUN PUQ\YPLZ 0[
^HZKLZPNULKZWLJPÄJHSS`MVYTPSP[HY`HUK:>(;
[LHTZ HUK JHU IL \[PSPaLK HZ H WYLZZ\YL KYLZZPUNHSSW\YWVZL^YHWHUKWYPTHY`HUKVYIHJR
\W [V\YUPX\L[ ,HZL VM HWWSPJH[PVU PZ VUL VM [OL
NYLH[LZ[ILULÄ[ZVM[OLSWAT-T; individuals can
LɈLJ[P]LS`HWWS`P[PUZLJVUKZ^P[OSP[[SL[VUVWYPVY[YHPUPUNHUKP[OHZILLUWYV]LU[VILLɈLJ[P]L
^OLYL V[OLY Z[YHW^PUKSHZZ [V\YUPX\L[Z ^V\SK
UV[^VYR

Circle 4012 for More Information

5L^3VUNYHUNL9PÅLZJVWL
The :PNO[YVU® :000::39 3VUN 9HUNL :LYPLZ
VM YPÅLZJVWLZ H]HPSHISL MYVT (KVYHTH PZ KLZPNULK
MVY SVUNYHUNL [HJ[PJHS HUK JVTWL[P[PVU ZOVV[PUN ;OL
SIIISSLR Series provides features found on scopes costPUN T\JO TVYL RLLWPUN ^P[O :PNO[YVU»Z NVHS VM WYV]PKPUN
X\HSP[`VW[PJZH[HɈVYKHISLWYPJLZ;OPZUL^YPÅLZJVWLMLH[\YLZ
H ,\YVWLHUZ[`SL MHZ[ MVJ\Z L`L ILSS HUK PZ Z\WWSPLK ^P[O H  
Z\UZOHKL

Circle 4013 for More Information

Circle 4014 for More Information
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Managing
Use-of-Force Incidents:
Before and After
The nature of police work virtually guarantees that officers will become involved in
confrontational situations and that they will have to use force at some point.
Michael Carpenter
s a supervisor, you probably won’t
be at the scene when it happens.
Yet, even before a physical alter-

A

cation (or an allegation of use of force)
between a citizen and one of your officers takes place, you may have already

contributed a great deal to the outcome
of that use-of-force incident before it happened and you can certainly contribute
a great deal to the outcome after it happened.
As a rule, subordinates will key on
and often emulate the attitudes and actions of their supervisors. When a supervisor has a professional attitude in
handling confrontational incidents and
maintains a disciplined approach towards necessary and reasonable use of
force against citizens when appropriate,
then their subordinates are very likely to
deal with the street situations they encounter in a similarly professional manner.
Here are a few hints on how to be
sure that you are influencing your subordinates’ actions as much as possible
before they encounter a use-of-force situation on the street (and how to handle
the inevitable incidents after they occur).

Before – Be Sure They Know
the Rules

12

Circle 4015 for More Information
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I would like to believe that every
department has a current and updated
policy and procedure regarding use-offorce situations. This policy should be
consistent with professional standards
which have been set by either the IACP
or a state level accreditation program. In
addition, this policy should be reviewed
annually and this review should be doc-

umented. Any agency which does not
take such steps is leaving themselves
wide open for serious legal problems.
However, even when these proactive steps are taken, the department’s
official policies don’t always reach the
officers and others who are most likely to have to use force in the course
of their duties. To protect everyone
involved, supervisors should be sure
that their officers know and understand
their department’s use-of-force policies.
They should take responsibility for the
proper training of their subordinates in
this critical area. Don’t rely on whatever
limited in-service training which might
be offered once a year (or not at all!).
Supervisors must ensure that, not only
do their subordinates know the rules,
but also that they can apply the rules to
“street” situations. This type of training
can occur in the classroom, at roll call,
one-on-one in the supervisor’s office,
or even over a cup of coffee out on the
street.
The time for subordinates to become
aware of the official use-of-force policies and procedures is before they have
to use force, not while preparing testimony for their own trial.

Before – Discuss the Issues
Free and open communications between subordinates and supervisors can
help clarify the issues involved in useof-force situations. Subordinates need
to know that unnecessary or unreasonable use of force will not be tolerated.
Supervisors can use their influence and
experience to teach their officers how
to effectively use alternatives to force.
They can also convey that, when force
must be used, it should be the minimum
necessary to affect the objective without
unnecessarily endangering themselves,
other officers or the public.
On the other hand, supervisors can
also learn a great deal from this interaction with their officers. Subordinates can
tell supervisors about patrol problems
or departmental policies or procedures
which may inadvertently lead them into
unnecessary confrontations or use-offorce situations.
Open and frank discussions of past
incidents or those which make the national news can also help everyone to
put use-of-force issues into their proper
perspective. Directly confronting those
issues under “real-life” circumstances
with “real-life” consequences will lead to

a greater understanding of the issues by
everyone involved in the discussions.

After – Be Objective
Whether the allegation of use of force
was minor or major, the investigating supervisor’s role is to enter the investigation objectively and with an open mind.
After a thorough investigation has been
completed and all of the facts and circumstances surrounding the incident
have been documented, then the supervisor can review the evidence and determine the appropriateness of the force
which was used. To be fair, the finding
of whether or not the use of force was
justified and reasonable should be made
from the perspective of the officer at the
time and place that the force was used.
Officers should understand that supervisors will subsequently be required
to investigate that use of force and they
will have to document the circumstances of its use. Supervisors who remain
objective, conduct a thorough investigation and fairly apply the appropriate laws
and department policies to the situation
will gain the respect and confidence of
their subordinates. It will also ensure that
their people will feel confident that their
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LAW ENFORCEMENT LEADERSHIP
Continued from page 13

conduct will be judged fairly in their next
use-of-force situation.
Keeping an open mind can help you to
“expect the unexpected” as your investigation develops. As sometimes happens,
the truth may lie somewhere between two
accounts of the same incident. Your job is
to define exactly where.

After – Investigate Early and Be
Thorough
Witnesses can disappear or be intimidated, physical evidence can be obliterated or altered, and weather and lighting
conditions can quickly change. To protect
everyone, start investigating use-of-force
allegations as soon as possible after they
are reported by citizens or officers. Even
if it is routine or a minor case, it is best to
gather the facts quickly. The more serious
the injuries or allegations, the more effort
should be put forth immediately.
One such case involving a supervisor’s persistence involved a citizen who
alleged that officers stopped his car,
dragged him out and then beat him for
no reason. He claimed that the officers
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had slammed his face on the pavement,
causing injuries to his nose and forehead.
He clearly had such injuries at the time of
his booking. The supervisor responsible
for the investigation tracked down leads
and made several trips to the scene of the
arrest, attempting to find a witness to the
incident. His diligence paid off when he
found a recluse in the neighborhood who
happened to be looking out her window
and saw the whole incident.
Her version, consistent with the officers’ version, was that, when stopped by
the police, the driver jumped out of the car
and started running across a yard to get
away (because of an outstanding warrant).
She stated that the police didn’t have to
catch him because he tripped on the border of a flower garden and landed flat on
his face on the ground, thus receiving the
“injuries.” She went on to say, “Those officers were much gentler with him than I
would have been.” Without this diligence,
the truth may not have been uncovered because the witness never left her apartment
and would probably have not contacted the
police regarding her information.
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The findings in a use-of-force investigation have the potential to save or ruin careers, build up or tear down public trust and
enhance or harm the reputation of your department. With so much at stake, the effort
put into the investigation should reflect its
importance. Whether it involves digging for
that extra witness, searching for that extra
piece of evidence or running down endless
bad leads, you should do it with all of the investigative ability you can muster. Certainly, you would want that kind of investigation
done if it were your career which was on the
line.

After – Document Your
Findings

“Get it in writing…” an old-time investigator would repeatedly tell his young officers.
“If it isn’t on paper, then it didn’t happen,” he
would further caution them. Complainants,
witnesses and even officers tend to forget,
change their stories or embellish the truth.
Take formal statements, get them as soon
as possible and make them part of your report.
In addition, be sure to keep a written

A 7UDIÀF
Tower

I

QWKHFLW\RI.QR[YLOOH71H[SHULPHQWHGZLWKYDULRXVZD\VWRFRQWUROWUDIÀFDQGNHHSWKHWUDIÀFSROLFHPHQVDIH7KH\HUHFWHGDWRZHUZKLFKKHOGDERRWK
DWWKHWRSZKLFKZDVWKHQSODFHGEHWZHHQWZRVHWVRIWUROOH\WUDFNV

7KHUH ZDV RQH DW WKH LQWHUVHFWLRQ RI HDFK SDLU RI SURPLQHQW VWUHHWV 7KHVH
RSHUDWHGLQGHSHQGHQWO\GHVLJQHGRQO\WRJLYHWKHRIÀFHUDWHDFKFRUQHUDEHWWHU
YLHZDQGDEHWWHUPHDQVRIVLJQDOLQJ:KLWHOLJKWVZHUHÁDVKHGWRDOORZWUDIÀFWR
SURFHHG UHG WR VWRS JUHHQ WR LQGLFDWH WKH UDUH FRQGLWLRQ ZKHQ WKH FRUQHU ZDV
RSHQLQDOOGLUHFWLRQV0RXQWHGDWWKHWRSRIHDFKERRWKZDVDKRUQZKLFKFRXOGEH
WXUQHGOLNHDZHDWKHUYDQHLQDQ\GLUHFWLRQ,QWKHHYHQWRIDÀUHLWZRXOGVFUHDP
LWVZDUQLQJGRZQWKHVWUHHWZKHUHWKHÀUHHQJLQHVZRXOGWUDYHUVHDQGDSDWKZRXOG
EHRSHQHGIRUWKHÀUHDSSDUDWXV,QDGGLWLRQWRWKLVDFHUWDLQDPRXQWRIFRRUGLQDWLRQZDVDFKLHYHGZLWKDWHOHSKRQHZKLFKFRQQHFWHGHDFKRIÀFHUWRRWKHURIÀFHUV
SRVLWLRQHGLPPHGLDWHO\QRUWKVRXWKHDVWDQGZHVWRIKLP,IDGULYHUYLRODWHGUXOHV
DWRQHFRUQHUDQGJRWDZD\IURPWKHRIÀFHUWKHUHKHFRXOGEHKHOGXSDWWKHQH[W
one, or the one after that. Or, at the very least, a license plate number could be
ZULWWHQGRZQWRJLYHIXWXUHDWWHQWLRQWRDQ\LQIUDFWLRQ

%XWWRRIÀFHUVDQGGULYHUVDOLNHWKHLVRODWLRQDQGSURWHFWLRQDIIRUGHGWKHWUDIÀF
JXDUGLDQZDVWKHPRVWDSSHDOLQJIHDWXUHRIWKHVHERRWKV:LWKDQHOHFWULFIDQDQG
DQHOHFWULFKHDWHUWKHRFFXSDQWRIWKHERRWKFRXOGUHVLVWVXQDQGVQRZDQGZLWK
DURRIRYHUKLPKHQHHGHGQRWKLQJHOVH7KLVPHDQWPRUHWRWKHWUDIÀFWKDQLWGLG
WRWKHWUDIÀFRIÀFHUIRUWUDIÀFUHJXODWLRQIURPWKHVHERRWKVZRUNHGDVHIIHFWLYHO\LQ
VOLSSHU\ZHDWKHUZKHQWKHGDQJHURIDFFLGHQWVZDVDWDPD[LPXPDVRQWKHÀQH
GD\VZKHQYLVLELOLW\DQGFDUFRQWUROZHUHDWWKHLUEHVWP&SN

RAPTOR

™

SUPER FLY

®

39 99

$

STICKS ALMOST LIKE FLY PAPER

MSRP

Style
M44

79 99

$

MSRP

Style
146

• High-ride OWB/IWB
holster
• Detail molding on
outer portion
• Pre-formed with a
curved back for
comfort &
concealability

800-GUNHIDE
Dept #PS77

WITHOUT FLAP

WITH FLAP

5HPRYDEOHUHYHUVLEOHRXWHUÁDS
 WRIXUWKHUGLVJXLVHÀUHDUP
• Holster will not move out of
position in pocket
• Available for most pocket guns
• Special polymer insert
prevents molding

631-841-6300

431 Bayview Ave., Amityville, NY 11701

www.desantisholster.com
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Police Apparel and Accessories
ELBECO
The enhanced VSS1 suspension system
seamlessly replaces the need for belt keepers,
while its patented design redirects the weight of a
duty belt off your hips and lower back. It is now
available with its newly enhanced adjustable shoulder pads and an optional crosspiece.
Additional features include its quick release
duty belt clips and free-floating straps which glide
inside vest tunnels.
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ARKTIS NORTH AMERICA
The Arktis B221 Special Forces Parka, developed for, and by, the German
KSK Kommandos, features 15 pockets,
including six large cargo pockets with a
storm flap and NATO-style taped buttons;
zippered internal pockets; sleeve pockets; a two-way front zipper; VELCRO®
cuffs; a storm hood; a waist cord; and underarm ventilation. It is made in the U.K.
of Mil-Spec poly-cotton ripstop fabric and
is available in eight colors/camos.

DESANTIS GUNHIDE®

DESANTIS GUNHIDE®

The #132 Speed-Lite™ is the speedy
version of their Tac-Lite holster. DeSantis eliminated the thumb break for an
even faster draw.
It is built from
premium saddle
leather in black or
tan. It is molded to
the exact specifications for secure
and concealable
carry. This model
features three
slots for multiple
carry positions.

The #137 Slim-Tuk™ for the GLOCK®
43 with a Streamlight TLR-6® is a new,
minimal, ambidextrous IWB holster
fashioned from Kydex® sheet. One of
the most unique features about this IWB
holster is that it uses
the tuckable 360°™
C-Clip which affords
the wearer unlimited
mounting options.
The hardware can
easily be reversed
to change from right
to left.
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DICKIES®
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DICKIES®
FOX TACTICAL
The Rifle Stack Mag Pouch is designed for the field, by people in the field.
The quick deploy design allows access to
the magazine without the hassle of unstrapping anything. Wraparound elastic
cords make retrieving magazines easy
and also secure them in place. They are
available in two, four, and six stacks.

The Men’s Ventilated Ripstop Tactical Shirt features flexible fabric and
ventilated mesh panels to help keep cool
in warm climates. Hidden pockets, loops
and adjustable closures provide ample
and covert storage. With a functional,
lightweight, durable design, the Ventilated Ripstop Tactical Shirt offers versatility for a wide range of applications.
It is available in black, desert sand and
midnight blue.
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The Men’s Stretch Ripstop Tactical
Short is engineered to provide performance in hot and humid climates. Its lightweight design keeps you cool, while the
comfort waistband and flex ripstop fabric
ensure comfort whether seated, standing
or running. Roomy cargo pockets with
a built-in mag pouch, covert handcuff
pocket and front knife pocket make your
magazines and cell phone immediately
accessible.
It is available in black, desert sand,
green and midnight blue.

Circle 4029 for More Information

policeandsecuritynews.com
Circle 4030 for More
• July/August
Information
2017 19

HONORING THOSE WHO TAKE RISKS AND SAVE LIVES

Artwork
by Don Lomax
A video
of this
incident
can be
viewed here:
http://tinyurl.com/yamnhoxv
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“Above and Beyond…” salutes Senior Police
Officer Daniel Whitney of the Athens-Clarke
County, GA, Police Department

policeandsecuritynews.com • July/August 2017
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“Leadership is action, not position.”
~Donald H. McGannon
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Offering Law Enforcement
Professionals a Choice!
Hard Shell
Helmet with
Face Guard

DuraGuard Bench

Hand KuZi

912 Bethel Circle • Waunakee, WI 53597 • 800/ 356-7472 • FAX 608/ 849-6315
www.humanerestraint.com
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New U.S. Department of
Homeland Security Report
Shares Best Practices,
Guidance and Case Studies for
Using Social Media in Public
Safety Exercises
The Department of Homeland
Security has released a new report,
Best Practices for Incorporating
Social Media into Exercises, which
seeks to do the following: discuss
best practices for consideration
when integrating social media into
exercises, including objectives for
doing so (e.g., using social media for
communications or leveraging information from social media to support
operational decision-making); discuss social media’s role in exercise
design; identify social media exercise planning elements in the Homeland Security exercise and evaluation program practices; address the
need for the integration of social media into all aspects of preparedness,
response and recovery, including exercises and training to ensure operational implementation and longevity;
and discuss challenges associated
with integrating social media into
exercises, including policy, technical
and procedural challenges.
You can download the report at
http://tinyurl.com/y8v3uj6u.

23
Circle 4034 for More Information

policeandsecuritynews.com • July/August 2017

The 24th Annual Report on the Latest Advances in
Ballistic Armor Technology and Design
Rebecca Waters

“I

ZDV YHU\ OXFN\ DFWXDOO\ :H KDG D
WUDIÀF VWRS«DQG , LQLWLDOO\ WKRXJKW
WKH JX\ ZDV LQ QHHG RI PHGLFDO DWtention. He had blood on his face,
KH ZDV GURROLQJ YRPLWLQJ DQG , NLQG
of looked over the car a little bit and
VDLG ¶+H\ DUH \RX RND\"·« +H KDG D
 ULJKW XQGHU KLV OHJ«KH SXOOHG LW RXW
and shot me once in the chest. Luckily,
, ZDV ZHDULQJ P\ ERG\ DUPRU« ,W ZDV
DGHDGRQKHDUWVKRW«LWVDYHGP\OLIHµ
Accounts like this one from Kyle RusVHOOD.SROLFHRIÀFHUZLWKWKH$OH[DQdria (VA) Police Department, of random
DWWDFNV DJDLQVW SROLFH RIÀFHUV DUH EHcoming increasingly common. For many
RIÀFHUVOLNH5XVVHOOERG\DUPRUPDNHV
WKH GLIIHUHQFH EHWZHHQ OLIH DQG GHDWK
(youtube.com/watch?v=uqysTJZ2yF8)

State of the Industry
:KLOH WKHUH KDVQ·W EHHQ D UHYROXWLRQ
in body armor technologies over the past
year, industry experts agree that there
have been incremental improvements in
WKHRYHUDOOZHLJKWDQGEXONRIERG\DUPRU
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VROXWLRQV ´7KH UHGXFWLRQ RI ZHLJKW DQG
increased performance of body armor
has been due to the advancement of Ultra-High Molecular Weight PolyEthylene
(UHMWPE) materials like Dyneema®.
2IÀFHUVWRGD\DUHVHHLQJWKHOLJKWHVWDQG
highest performing armor in the history of
body armor,” says Michael Foreman, EVP
of International Business Development,
Federal Sales and Marketing, Point Blank
Enterprises.
“Achievements continue to be realized
in the ongoing quest for thinner and lightHUDUPRUZKLFKPDLQWDLQVRUH[FHHGVWKH
expected protection levels,” says Georg
2OVHQ6DOHV0DQDJHUDW86$UPRU&RUSRUDWLRQ´:KHQWKHLUDUPRULVÀWWHGSURSHUO\DQGWDLORUHGVSHFLÀFDOO\WRWKHPRIÀFHUVFDQQRORQJHUXVHWKHH[FXVH¶,W·VWRR
KHDY\ DQG XQFRPIRUWDEOH·  7KLV VHUYHV
RXUSULPDU\JRDOZKLFKLVWRLQFUHDVHERG\
DUPRUZHDUUDWHVµ

Industry Challenges
Not all changes in the body armor inGXVWU\ DUH JRRG KRZHYHU 2OVHQ IHDUV

WKDWWKHSUHVVXUHWRGHYHORSQHZSURGXFWV
ZKLFKDUHWKLQQHUDQGRUOLJKWHUPD\OHDG
to the release of substandard products.
´%HLQJ¶ÀUVW·ZLWKVRPHWKLQJLVQRWDOZD\VD
good thing, and manufacturers need to be
FDUHIXOQRWWRWDNHSURGXFWVDOOWKHZD\RXW
WRWKHSHUIRUPDQFHOLPLWV«LW·VDOZD\VZLVH
to leave room for a margin of error,” he
VD\V$QLQÁX[RIFRPSDQLHVLQWKHLQGXVWU\ LV DOVR ZRUULVRPH KH VD\V ´,·P YHU\
concerned about the dramatic increase in
QHZFRPSDQLHVPDUNHWLQJDUPRUSURGXFWV
ZKLFKKDYHQRORQJHYLW\RUEDFNJURXQGH[SHULHQFHZLWKWKHVHSURGXFWVµ

Body Armor Certiﬁcation
The National Institute of Justice
&RPSOLDQFH 7HVWLQJ 3URJUDP 1,- &73 
ensures that products meet stringent standards and perform as expected by maintaining a list of compliant products and
SURYLGHPDQXIDFWXUHUVZLWKVWDWHPHQWVRI
compliance to be placed on their products.
&RQFHUQHGWKDWVRPHPDQXIDFWXUHUVZHUH
mimicking the NIJ statement of compliance,
WKH1,-KDVQRZUHJLVWHUHGLWVQHZ&HUWLÀ-
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FDWLRQ0DUNZLWKWKH863DWHQW2IÀFH
The NIJ Mark is currently in use only
by ballistic-resistant body armor manufacWXUHUV DQG PD\ RQO\ EH XVHG RQ VSHFLÀF
PRGHOV ZKLFK KDYH ERWK GHPRQVWUDWHG
FRPSOLDQFH ZLWK 1,- 6WDQGDUG 
and participated in the FIT surveillance program. (www.justnet.org/howto/NIJ-Mark.
html)
´7KLVUHJLVWHUHGPDUNZLOOKHOSRIÀFHUV
DQG DJHQFLHV HQVXUH WKDW ZKDW WKH\ UHTXLUHDQGRUGHULVLQIDFWZKDWWKH\UHFHLYH
+DYLQJWKH1,-&HUWLÀFDWLRQ0DUNZLOOKHOS
prevent knockoffs, protect the end-users
DQGSURVHFXWHWKRVHZKREUHDFKWKHPDUNHW ZLWK VXEVWDQGDUG SURGXFWVµ )RUHPDQ
says.
(YHQELJJHUQHZVUHJDUGLQJWKH1,-LV
LWVSODQWRHOLPLQDWH/HYHO,,$YHVWFHUWLÀFDtions by the end of the year, Olsen says.
“They feel that the increase in street level
ÀUHSRZHUKDVFUHDWHGWKHQHHGWRUDLVHWKH
SURWHFWLRQ7KLVZRXOGFUHDWHDVLJQLÀFDQW
LVVXHIRUDJHQFLHVZKRFXUUHQWO\LVVXHWKH
Level IIA vest, including some very large
DJHQFLHVOLNHWKH&KLFDJR3'DQGWKH/RV
$QJHOHV&RXQW\6KHULII·V'HSDUWPHQWµ2Osen adds.

Shopping for Body Armor
´6KRS IRU ¶EHVW YDOXH· QRW ORZHVW
SULFH«WKH\DUHRIWHQQRWWKHVDPHWKLQJµ
recommends Olsen. “When you publish
KLJKO\OLPLWLQJ¶WLJKW·ELGVSHFLÀFDWLRQVDQG

DZDUG EDVHG VROHO\ RQ SULFH \RX FKHDW
yourself out of the chance to compare sevHUDOSURGXFWRIIHUVDQGVHOHFWZKDW·VEHVW
for your agency.”
Be sure to test and evaluate prospecWLYH ERG\ DUPRU SXUFKDVHV DQG FRQÀUP
their technical data, Foreman says. It is a
misconception that all published data and
VSHFLÀFDWLRQVDUHDFFXUDWH
Olsen concurs, “I have also noticed a
highly disturbing trend of ballistic plates
EHLQJ PDUNHWHG ZKLFK LPSO\ WKH\ ZLOO GR
things they cannot do. In-house testing by
the manufacturer is not the same thing as
WHVWLQJE\DQ1,-&HUWLÀHG/DERUDWRU\DQG
documentation should be required.”
Olsen and Foreman also agree on the
importance of insisting that vendors have
proof of product liability insurance. “Be
sure that the supplier has current and sufÀFLHQWOLDELOLW\LQVXUDQFHFRYHUDJHUHTXLUH
WKDWLWSURYLGHD&HUWLÀFDWHRI$GGLWLRQDOO\
Insured,” Olsen says. The product manufacturer should also have and maintain
,62&HUWLÀFDWLRQRILWVPDQXIDFWXULQJDQG
business processes during the entire useful lifespan of the armor you are purchasing, he adds.

Common Misconceptions
Education is crucial in ensuring that
ERG\DUPRUHIIHFWLYHO\VDYHVRIÀFHUOLYHV
Some common misconceptions can put
RIÀFHUV LQ GDQJHU )RUHPDQ LGHQWLÀHV
WKH EHOLHI WKDW ,Q &RQMXQFWLRQ :LWK ,&: 
SODWHVFDQEHXVHGZLWKDQ\VRIWDUPRUDV
DIUHTXHQWPLVFRQFHSWLRQ´,&:SODWHVDUH
RQO\FHUWLÀHGZLWKWKHRULJLQDOEDOOLVWLFVROXWLRQWKH\DUHWHVWHGZLWKµKHFDXWLRQV
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As women's roles in law enforcement
continue to grow, body armor is being
GHVLJQHGVSHFLÀFDOO\IRUWKHIHPDOH
physique.
The most common misconception I
encounter involves soft (or hard) trauma
SODWHVZRUQRQWKHFKHVWDUHDRIFRQFHDOable vests, says Olsen. “They are called
trauma plates EHFDXVH WKDW·V ZKDW WKH\
are for – to provide additional protection
against blunt trauma injuries in the most
vulnerable area, not ballistic protection. A
/HYHO,,,$LVD/HYHO,,,$QRPDWWHUZKDWLW·V
PDGHIURPDQGWZRRIWKHPWRJHWKHUZRQ·W
make a Level III,” he notes.

Female Body Armor Fit
$V WKH QXPEHU RI ZRPHQ LQ ODZ HQforcement increases, so has the need for
JHQGHUVSHFLÀFERG\DUPRU%RG\DUPRU
IRU ZRPHQ VSHFLÀFDOO\ PRGLÀHV WKH ÀW
RYHU WKH RIÀFHU·V FKHVW DQG KLSV WR HQVXUHWKDWZRPHQFDQDFKLHYHWKHVDPH

level of protection and comfort as men,
a US Department of Homeland Security
7HFK 1RWH H[SODLQV ´:KHQ ÁH[LEOH DUmor is designed for the female physique,
WKHUH DUH W\SLFDOO\ WZR GLIIHUHQW SDQHOV
used – planar for the back and nonplanar
for the front. Nonplanar panels are comprised of the same materials as planar
SDQHOVEXWDUHHQKDQFHGZLWKDGGLWLRQDO
stitching and folds to conform to the female physique.”
,Q  DQ 1,- &73 $GPLQLVWUDWLRQ
&ODULÀFDWLRQ GRFXPHQW VSHFLÀHG WKDW
ERG\DUPRUFRQWDLQLQJWZRSDQHOGHVLJQV
PXVW XQGHUJR WZR VHWV RI WHVWLQJ WR HQVXUHFRPSOLDQFHZLWK6WDQGDUG
)XUWKHUPRUH WKH  DSSOLFDWLRQ IRU
Bulletproof Vest Partnership grants reTXLUHV ODZ HQIRUFHPHQW DJHQFLHV VHHNing funding for body armor through its
SURJUDPWRFHUWLI\WKDWWKH\DUHDZDUHRI
DQGZLOOFRPSO\ZLWKWKHUXOHZKLFK
states that grantees must provide armor
YHVWVWRODZHQIRUFHPHQWRIÀFHUVLQFOXGLQJYHVWVXQLTXHO\ÀWWHGWRLQGLYLGXDOIHPDOHODZHQIRUFHPHQWRIÀFHUV

Material Innovations
The US Naval Research Laboratory
PD\KDYHVROYHGWKHLQKHUHQWZHLJKWSUREOHPRIERG\DUPRUZLWKLWVQHZOLJKWZHLJKW
transparent, thermoplastic, elastomeric armor. The material purportedly has superior ballistic properties and can be repaired
LQWKHÀHOGGXHWRLWVFU\VWDOOLQHVWUXFWXUH
6LPSO\KHDWLQJWKHDUPRUWR&HOVLXV
PHOWV WKH FU\VWDOOLWHV DOORZLQJ WKHP WR
meld and reform, says Dr. Mike Roland,

Senior Scientist, NRL Soft Matter Physics. In addition to applications as a coating
for helmets and armor, the material could
replace bulletproof glass. (http://tinyurl.
com/y9dzqx3q or http://tinyurl.com/
l9t4z8m)
Foreman and Olsen caution against
betting too much on the emergence of
GUDPDWLFDOO\ QHZ WHFKQRORJLHV KRZHYHU
´7KHUH KDV EHHQ QHZ PHGLD DWWHQWLRQ RQ
WKH SRWHQWLDO DSSOLFDWLRQ RI ¶VKHDU WKLFNHQLQJÁXLGV·µ)RUHPDQVD\VRIWKHPHWDO
IRDPWHFKQRORJ\ZHUHSRUWHGRQODVW\HDU
(http://tinyurl.com/harrjkv). “Research
and development of this technology has
not resulted in the application of its use
in body armor yet.”
“There has been some recent buzz
DERXW ¶QHZ· PDWHULDOV DQG FRQVWUXFWLRQ
methods, but they are actually derived
IURP ROGHU WHFKQRORJ\ ZKLFK KDV EHHQ
DURXQG IRU D ZKLOH DQG VWLOO KDVQ·W EHHQ
proven consistent enough for regular
commercial application,” Olsen says.
“Also, any truly revolutionary technological achievements in personal armor
ZRXOGPRVWOLNHO\EHFRPPDQGHHUHGIRU
military applications and not be available
WRODZHQIRUFHPHQWIRUVRPHWLPHµ

New Ballistic Protection
Products
ATS Armor™, LLC
$W VL[ SRXQGV$76$UPRU·V7\SH ,,,$
Patrol Shield provides ultralight, multishot
handgun protection. With a high density foam arm guard and adjustable VEL-

The Type III Tactical Shield from ATS
Armor™ weighs in at 19 pounds.
&52®VWUDSVWKLV[UHYHUVLEOHGHVLJQZRUNVIRUERWKULJKWDQGOHIWKDQGHG
shooters. Optional features include a rectangular shape, a larger size, a Level IIIA
EDOOLVWLFYLHZSRUWDQGDOLJKWV\VWHP
The Type III Tactical Shield offers
OHDG FRUH ULÁH UDWHG SURWHFWLRQ DQG
ZHLJKVMXVWOEV7KLV[VKLHOG
provides multishot protection. Optional
features include a larger size, a Level
,,, EDOOLVWLF YLHZSRUW D KRUL]RQWDO KDQGOH
and a light system.
$76$UPRU·V 4XDG&XUYH ,&: KDUG
armor plates are available in Type IIIA,
III, III++ and IV. The Type III, III++ and IV
SODWHVDUHFHUWLÀHGWRWKHFXUUHQW
standard (NIJ does not have a standard for
hard plates at level IIIA) and are compliant
ZLWKWKH1,-·VQHZ&HUWLÀFDWLRQ0DUNODEHOing requirements. (atsarmor.com)
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Angel Armor™
$QJHO $UPRU·V (QOLJKW :LQGRZ $Umor is a drop-in clear vehicle armor panHOZKLFKSURYLGHV1,-/HYHO,,,$GHIHQVH
ZKLOHDOORZLQJIRUFLYLOLDQLQWHUDFWLRQ7KH

Avail™ Ballistic Door Panels – providing
FXVWRPHUV ZLWK IXOO GRRU FRYHUDJH DQG
GHVLJQHGWRSDLUZLWKWKH(QOLJKW:LQGRZ
$UPRU²DUHQRZDYDLODEOHDVDQ1,-/HYel III door panel for select vehicles.
The enhanced Truth SNAP™ Magnetic Plate System consists of modular trauPDSODWHVZKLFKGHOLYHUFRQFHDODEOHULÁH
threat protection for extended all-day use.
The Truth SNAP system provides tiered
WKUHDW SURWHFWLRQ DOORZLQJ XVHUV WR DUPRUXSRUGRZQDVWKHPLVVLRQUHTXLUHV
(http://armor.angelintelligence.com)

Armor Express

Enlight™ Window Armor does not
interfere with door functionality.

7KH 5D]RU *HQ  $UPRU ([SUHVV·
OLJKWHVW EDOOLVWLF DUPRU LV 1,- 
FHUWLÀHG DQG XWLOL]HV D SURSULHWDU\ EOHQG
RI 7ZDURQ® aramid and Dyneema fabric
ZKLFKIHDWXUHVH[WUHPHO\WKLQFRQVWUXFWLRQ
DQGUHLQIRUFHGVWRSSLQJSRZHU
7KHLU QHZ /DVHU &XW 3ODWH &DUULHU
/&3& LVGHVLJQHGWRÀWPRVWKDUGDUPRU
plates and gives the operator a platform
ZLWK ODVHU FXW 02//( DWWDFKPHQW SRLQWV
ZKLFK ZLOO DFFHSW PRVW 02//( SRXFKes, IFAKS and pockets. At less than 3/4
SRXQGWKH/&3&LVDKDUGDUPRUVROXWLRQ
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The Razor™ Gen 2 utilizes a proprietary blend of Twaron® aramid and
Dyneema® fabric.
ZKLFK ZRQ·W VRDN XS RU KROG ZDWHU ZKHQ
ZHW NHHSLQJ WKH FDUULHU OLJKWHU DQG GU\HU
than standard MOLLE material.
$UPRU ([SUHVV· QH[W JHQHUDWLRQ
$UD6KRFN /HYHO ,,,$ SODWHV DV ZHOO DV
+6KRFN&6KRFNDQG+DUULHUULÁHSODWHV
offer improved ballistic performance, modularity and size options for any threat encounter. (armorexpress.com)

GRPLQDWLQJ ÀUHSRZHU ZKLOH VDIHO\ SRVLtioned behind a highly maneuverable NIJ
Level IV ballistic shield. The Reaper Shield
6XSSRUW 7566 V\VWHPLVOLJKWZHLJKWIXOO\
enclosed, adjustable, durable, and portable. The system eliminates operational
HTXLSPHQW ZHLJKW SRVLWLRQHG IRUZDUG RI
the user, transferring it to the torso, alORZLQJ IRU HIIRUWOHVV YHUWLFDO KRUL]RQWDO
shock-absorbing shield support, and cre-

The new Laser Cut Plate Carrier from
Armor Express will accommodate
most hard armor plates.

Baker Ballistics
%DNHU%DOOLVWLFV·QHZODUJHVL]HGPRGel of MRAPS® Series NIJ Level IV ballistic shield, supported by The Reaper™,
an exoskeleton load-bearing invention by
Advanced Accuracy Solutions, provides
tactical shield users the ability to deliver

The TRSS
system
allows an
NIJ Level IV
ballistic shield
to be exceptionally
maneuverable.

%DNHU·V
Ballistic
Rough
Operations
Cover can
be quickly
utilized by
a second
RIÀFHU

DWLQJDVWDEOHZHDSRQDLPLQJSODWIRUPFDpable of supporting a long gun to deliver
DFFXUDWHÀUHSRZHUXSRQWKUHDW
 $ QHZ RSWLRQDO /HYHO ,,,$  DUPRUHG
VKLHOG FRYHU WKH %DOOLVWLF 52& 5RXJK
2SHUDWLRQV&RYHU KDVUHFHQWO\LQFUHDVHG
the capability of the system.
7KH QHZ WHQ SRXQG %DOOLVWLF 52& RIfers a number of advantages – this armor

push bumper elite

BEST IN STR ENGTH, DUR ABILITY AND PROTECTION

Westin’s Public Safety Push Bumper Elite is made of
heavy duty HRPO steel with 4 gauge uprights featuring
2-3/4” wide rubber strips. The Push Bumper Elite is
designed with maximum safety features and options in
mind. It offers customization for your agency’s specific
needs and provides the best in strength, durability, and
protection. Choose a Light Channel to complete your
Push Bumper Elite front-end protection unit, available
in solid (no light openings), 2, 3 or 4 light options.

search “Westinpublicsafety”
and stay connected!
for moree information
inf
nfor
o mation // ph: 800. 345. 8476

WESTINPUBLICSAFETY.COM

Circle 4039 for More Information
policeandsecuritynews.com • July/August 2017

29

SDQHO FDQ EH TXLFNO\ ORZHUHG WR SURYLGH
additional Level IIIA cover beneath the
VKLHOGGURSSLQJGRZQWRSURWHFWWKHRSHUator's legs, including the knees.
7KH %52& FDQ DOVR TXLFNO\ GHWDFK
IURP WKH SULPDU\ ULÁH SURWHFWLYH VKLHOG
providing an additional large-size ballistic
VKLHOGIRUXVHE\DVHFRQGRIÀFHU%RWKWKH
05$36,9;/ DQG %DOOLVWLF 52& VKLHOGV
DOORZ DPELGH[WURXV XVH RI KDQGJXQV RU
ORQJ JXQV WR DOORZ DFFXUDWH UHWXUQ ÀUH
(bakerballistics.com)

DFNDR Armor™
7KH ')1'5 /HYHO ,,, ULÁH SODWH LV
1,-  FHUWLÀHG OLJKWZHLJKW 
lbs. M) and special threat tested. DFN'5$UPRULVHQJLQHHUHGZLWKKLJKJUDGH
EDOOLVWLF PDWHULDOV DQ 8+0:3( ÀEHU
ERXQG ZLWK D UHVLQ PDWUL[ WR PDNH LW D
rigid standalone hard armor system. This
plate is tested at muzzle velocity, mitiJDWHVVSDOODQGKDVQRGHÁHFWLRQ

')1'5·VOLJKWZHLJKW/HYHO,,,ULÁH
plate features a multicurve ergonomic
design.
7KH ')1'5 OLJKWZHLJKW /HYHO ,,,
ULÁH SODWH ZHLJKV  OEV 0  IHDWXUHV
a multicurve ergonomic design and is
rated for multihit. Developed to stop
WKH [PP 066 JUHHQ WLS
WKUHDW WKH V\VWHP LV LQWHJUDWHG ZLWK DQ
8+0:3(ÀEHU7KHSODWHKDVEHHQWHVWed at an NIJ complaint laboratory in acFRUGDQFH ZLWK WKH 1,-  SURWRFRO
standard. (dfndrarmor.com)

The new PH2 offers optional cummerbund ballistic inserts.

GH Armor Systems
*+ $UPRU·V QHZ 3+ 7DFWLFDO 3ODWH
Harness is designed for rapid response in
active shooter situations. This plate harQHVVLVEXLOWLQERWKVKRRWHU·VDQGIXOOFXW
SODWIRUPVDVZHOODVVWDQGDUGDQGVOLPÀW
for varying plate thickness. Optional padGHGVKRXOGHUVSURYLGHZHLJKWGLVWULEXWLRQ
DQG H[SDQVLYH 02//( ZHEELQJ DOORZV
for customization. The PH2 provides ex-

LAW ENFORCEMENT TRAINING CAMP
Action Target LETC provides the best ﬁrearms training for Law Enforcement officers.
 Learn from the best ﬁrearms trainers

 Train on the most advanced target systems

 Four days of high volume trigger time

 Relevant curriculum for real world application

September 11-15, 2017 in Provo, Utah / Register at ActionTarget.com/LETC
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In Action
New York City Mayor Bill de Blasio plans to spend $10.4 million
WRRXWÀWDOO1HZ<RUN3ROLFH'HSDUWPHQWSDWUROFDUVZLWK+DUGZLUH®·V
bullet-resistant window armor, following a pilot program which
began in 2016. The city had already allocated $6.8 million to install
WKH FRPSDQ\·V EXOOHWUHVLVWDQW SDQHOV RQ WKH GHSDUWPHQW·V 
patrol cars.

tended coverage with a fully adjustable
cummerbund and optional cummerbund
ballistic inserts. (gharmorsystems.com)

Point Blank Enterprises,
Inc.

®

Hardwire , LLC
The Hardwire “B-Kit” Vehicle Door
Armor panel attaches to the outside of a
vehicle door using anti-tamper fasteners.
The lightweight, high performance armor
provides NIJ Level IIIA+ protection. The
armor skin is OEM color matched to blend
with existing vehicle color and accepts decals to match police department markings.
Designed with durability in mind, the armor
will remain securely in place during vehicle
operation in any scenario.
The Hardwire Transparent Armor Win-

dow Insert is a custom designed piece of
transparent armor which seamlessly covers the existing window in a police car
door. It provides ballistic protection (NIJ
,,,$ IRUWKHRIÀFHUZKLOHVWLOODOlowing for community engagement. Armor
protects against handgun and shotgun
DPPXQLWLRQ7KHLQVHUWUHTXLUHVQRPRGLÀcations to the car and the OEM window still
operates normally. Windows are available
for various vehicle variants, including Ford
Interceptor, Impala, Taurus, Chevy Van,
and others. (hardwirellc.com)

Point Blank is now providing a patented, ultralightweight, laser cut fabric
for select tactical carriers with greater
ripstop and strength than previous fabrics on a weight by weight and thickness
basis. Engineered to withstand extreme
environmental conditions while providing
lightweight comfort for extended wear,
this laser cut fabric is ideally suited for
tactical operations.
ARMORVENT® with EVAP™ TechHardwire®·V´%.LWµ9HKLFOH'RRU$UPRU
nology is now available in Point Blank,
SURYLGHV1,-/HYHO,,,$SURWHFWLRQ
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PACA and PARACLETE® vests. ARMORVENT utilizes an air channel ventilation
pattern which helps to evaporate sweat.
It also conducts heat away from the skin
and helps to prevent the growth of bacte-

ria. ARMORVENT panels are available in
multiple sizes and can be integrated into
DFDUULHURUSXUFKDVHGDVDUHWURÀWNLW
Ultralight, durable and constructed
ZLWK 3RLQW %ODQN·V ODVHU FXW WHFKQRORJ\
the Bikini Plate carrier accommodates
Level III or IV hard armor plates and
equipment pouches in a webless design.
This new plate carrier has excellent load
bearing capabilities, enhanced adjustability and a contoured shape for increased
movement.

$50259(17®XWLOL]HVDQDLUFKDQQHO
YHQWLODWLRQSDWWHUQZKLFKKHOSVWR
HYDSRUDWHVZHDW
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For instant access to essential gear,
the PARACLETE Chest Rig, which is very
lightweight (.65 lbs.), allows an operator
to quickly don it over existing body armor
and deploy equipment. The chest rig can
accommodate a variety of pouches to
KROGSLVWROULÁHPDJVDPHGNLWDQGDYDriety of emergency items.
Adding the new PARACLETE Pylon
Belt to tactical vests greatly improves
weight distribution while minimizing fatigue. The Pylon Belt works by redistributing the weight from the shoulders to the
pelvic area. Ergonomically designed to
contour to the body, it not only improves
the comfort of the vest, but also allows the
operator to load additional equipment, as
needed. It also allows for optional ballistic
inserts for added protection.
The WARSOC™ (Warrior Special Operation Carrier) H3 Buckle System is specially engineered for tactical armor systems and plate carriers. It utilizes a slim
“H” shape with a dual independent locking mechanism which allows an operator

7KHQHZ%LNLQL3ODWHFDUULHUDFFRPPR
GDWHV/HYHO,,,RU,9KDUGDUPRUSODWHV
DQGHTXLSPHQWSRXFKHV
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to easily secure the vest while providing a
faster deployment option, as well as prohibiting accidental or undesired release.
(pointblankenterprises.com)

7KH%ROWOHVV
+HOPHW6XVSHQVLRQ
6\VWHPLVDYDLODEOH
RQWKH'HOWD™

Safariland®
6DIDULODQG $UPRU·V 0DWUL[ IDPLO\ RI
ballistic packages is engineered with a
new proprietary hybrid design through a
partnership with Teijin and Honeywell®. By
combining woven material with Honeywell
Spectra® and other nonwoven material,
this lightweight panel provides a balance
between blunt trauma reduction and ballistic resistance. Available in Level II and
Level IIIA threat protection levels for both
males and females.
With the integration of FirstSpear®·V
polymer closure system, PROTECH®

3527(&+·V
$OO3XUSRVH
9HVWXWLOL]HV
WKH)LUVW
6SHDU®SRO\
PHUFORVXUH
V\VWHP

7DFWLFDO·V $OO 3XUSRVH 9HVW SURYLGHV IXOO
coverage ballistic protection with an additional closure option for comfort and ease.
The FirstSpear Tubes™ closure system
modernizes the tactical carriers, enhancLQJ WKH HDVH RI GRQQLQJ DQG GRIÀQJ ZLWK
a quick up or down single hand function.
This lightweight closure system ensures
the cummerbund is always positioned in
the same location which is vital for proper
ballistic coverage, and mitigates the risk of
misalignment and incorrect attachment.
3527(&+·V%ROWOHVV+HOPHW6XVSHQVLRQ6\VWHPVPDLQWDLQWKHKHOPHW·VEDOOLVtic integrity by eliminating bolt holes and
feature a four point retention (either with
pads or the R2S™ ratchet), thereby providing greater comfort with more adjustment options. The Boltless Helmet Suspension System is available on the Delta™
4 line of helmets.
The Entry 1 FR US ballistic shield is the
ÀUVWLQDVHULHVRI7\SH,,,$%ROWOHVV%DOOLVWLF
Lens Caps from PROTECH Tactical. The
EROWOHVVGHVLJQGHFUHDVHVWKHVKLHOG·VRYHUall weight and increases functionality by

Circle 4047 for More Information
34

P&SN • July/August 2017

eliminating the risk of a round penetrating
a bolt or seam. The Entry 1 FR US shield
is 24" x 36" with long arm weapon cutouts.
An economical 6.9 lb. multicurve Type
IV plate, the Model 2014MC is NIJ 0101.06
compliant and addresses active shooter
SURWHFWLRQIRUÀUVWUHVSRQGHUV$YDLODEOHLQ
10" x 12" shooters cut and 6" x 6" single
curve, mini side plates, the Model 2014MC
ÀWV DOO 3527(&+ 7DFWLFDO SODWIRUPV DQG
plate racks.
Until now, the R2S Ratchet System
was only offered with a mesh crown suspension system. Now, this system is available with padding suspension which proYLGHVXVHUVZLWKDPRUHFRPIRUWDEOHÀWDQG
is available on the Delta 4 and Delta 5 line
of helmets which are available in full-, midand high-cut. (safariland.com)

U.S. Armor Corp.
The Enforcer 6000 is made in the USA
using Core Matrix® technology with UHM:3(ÀEHUVIURP+RQH\ZHOODQG'X3RQW®.
These are combined in a thin, lightweight,
low stitch ballistic package for a high perIRUPLQJ 1,-  FHUWLÀHG EDOOLVWLF YHVW
(male < 1 lbs. per square foot). The Enforcer 6000 provides Level IIIA protection
against .357 SIG (125-gr. FMJ) and .44
Magnum (240-gr. SJHP) rounds. (usarmor.com)

Looking Forward
What do we have to look forward to in
the body armor industry over the next few
\HDUV" $V ULÁHV EHFRPH PRUH FRPPRQ
in armed confrontations, the industry has
begun to shift its focus to advancements
in hard armor technologies, Olsen and
Foreman say. “There will be a redirection
of weight reduction and performance increase goals to hard armor products, such
DV DQWLULÁH SODWHV DQG EDOOLVWLF KHOPHWVµ
VD\V2OVHQ´DQGWKHUHDUHGHÀQLWHO\VRPH
gains to be realized there. I also see a renewed and expanded interest in improving
hard armor for wider applications, such as
armored door panels for police cars, public
building entrance applications and speaker podiums for police and government ofÀFLDOVµ
Foreman and Olsen also agree that
we will see a contraction in the number of
vendors in the industry. “I believe there will
be a consolidation of brands within the industry and that the updated NIJ standards
ZLOO HOLPLQDWH RU PDNH LW PRUH GLIÀFXOW IRU
companies to offer products which could
SXW RIÀFHU VDIHW\ LQ MHRSDUG\µ )RUHPDQ
says. P&SN
Formerly the Editor-in-Chief for Forensic Magazine, Rebecca Waters is a freelance writer and editor.

As every investigator
knows, intelligence is a
key to preventing and
solving crimes.

A

cquiring intelligence often involves
time intensive analysis of the thousands of incident reports; crime tips;
and other, often seemingly unrelated, pieces of data. Terrorism has compounded the
volume of intelligence data to be analyzed
and made it even more critical to do it in a
timely manner.
How do you rapidly and systematically
analyze a vast amount of data to produce
useful intelligence which can be acted
upon? The answer can be data mining and
predictive analytics which analyze data
from disparate sources and use the results
to anticipate, prevent and respond more effectively to future crimes.

Nothing New Under the Sun
Data mining has been widely used in
business; governmental agencies, especially intelligence agencies; and research
organizations for years. For example, you
research the possible purchase of a new
vehicle, computer or just some towels for
your bathroom via the Internet. Popups for
Ford, Chevrolet or other auto brands; Microsoft® Surface® Pros or Apple® iPad®s;
or Bed Bath & Beyond® start appearing on
your computer screen. This is usually the
result of data mining and predictive analytics based on your interests and buying
habits.
Law enforcement has become very adept at collecting and compiling data, especially since the routine use of computerized
records management systems. National
databases like those of the FBI, OneDOJ,
regional data sharing, and state level fusion centers are another layer of available
data. Using techniques like artificial intelligence, statistical analysis and visualization
methodologies, data mining can identify
unusual or subtle patterns in this myriad of
data. Data mining and predictive analytics
moves from counting crimes to anticipating, preventing and responding effectively
to it. Since criminals tend to be relatively
predictable, by exploiting the data, law enforcement can be much more proactive in
anticipating and preventing their activities.
Police investigators and crime analysts
are natural data miners since they are already doing it in at least rudimentary ways.
It is far easier to teach them how to use
data mining techniques and apply them to

Data Mining

in Law Enforcement
Bill Siuru, Ph.D., PE
law enforcement than to teach statisticians
how to analyze law enforcement information. Data mining is an intuitive process; it
is not crunching numbers and statistics. It is
important that law enforcement personnel
do the analysis themselves or participate
very actively in the analysis. People doing
data mining must understand law enforcement and criminal behavior so they can
make informed decisions which actually
solve and prevent crimes.

numerous violations are great breeding
grounds for crime; in other words, the “broken window policing.”

New Technology
The newer data mining tools – mainly
commercial off-the-shelf software – do not
require huge IT budgets, specialized personnel or advanced training in statistics.
Well written software is highly intuitive,
relatively easy to use, PC-based, and very
accessible to the law enforcement community, even to smaller departments.
Analytic tools and techniques – like
hot spot identification, crime mapping,
geospatial prediction, and social network
analysis – can be applied to a broad range
of criminal justice problems. They can be
used to anticipate localized crime spikes,
impact city and neighborhood planning and
aid in police management decisions. For
instance, an increase in parole violators,
highlighted by crime mapping, might mean
the need to deploy more patrolmen in a
particular area.
Specialized databases can be mined
for crime or intelligence analysis. These
databases might be offense-specific, such
as a homicide or robbery database, or associated with a pattern of crimes. It could
also mean including nontraditional data
available, such as local medical and building code compliance data. For instance,
areas with a large number of buildings with

Data mining is not limited to large
departments with software like IBM® i2®
COPLINK®.

A Good Example
One example of successful data mining
is the New York City Police Department’s
CompStat which is now also used by a
number of other agencies in the U.S. and
other countries. Police Commissioner Bill
Bratton and his deputy, Jack Maple, introduced CompStat, a statistical system for
tracking crime, in 1994. It is based on tracking and halting smaller crimes to stop bigger crimes and to pinpoint hot spots where
crimes are clustered. In over two decades
of use, it has helped make New York one of
America’s safest cities. For example, there
were 1,946 murders in 1993, but only 352
in 2015. Besides looking more systematically at the information police were already
collecting on reported crimes in different areas of the city and plotting them on maps to
display trends, assignment of police around
the city and crime hot spots is an important
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larly in communities with active nightclubs or bars. A complete
analysis of all of the variables like the time of day or location of
requested assistance often far exceed the analytical capacity
of even the smartest human brain.

Case in Point

management tool for higher police officials to question and follow up
An example of just a small amount of data available from
CompStat
management tool for higher police officials to question and follow up
on actions taken by subordinates.
In today’s “do more with less” environment resulting from reduced personnel resources and added duties due to increased population and the war on terrorism, data mining can be used to make
smarter assignment of personnel when, and where, they are likely
to be needed. For instance, domestic violence calls which often
increase dramatically during the midnight shift are more likely to
require a greater amount of time, perhaps even require additional
personnel. The day of the week might also be important, particu-

Here is a simple example of data mining. Every New
Year’s Eve, Richmond, VA, experienced an increase in random gunfire. Police began looking at data gathered over the
years and, based on it, they were able to anticipate the time,
location and nature of future incidents. Richmond police
placed officers at those locations to respond more rapidly.
The result was a 47% decrease in random gunfire and a
246% increase in the number of weapons seized. The department also saved $15,000 in personnel costs.
The community must be confident that mined data is
used appropriately. Data mining is not meant to spy on people, a misconception partly fostered by activities like the
National Security Agency’s problematic phone surveillance
problem and perceived racial profiling by police. People are
not arrested on the probability that they will commit a crime
– probable cause must be shown. It does not identify specific
individuals; it only predicts times and locations where crimes
are likely to occur. It is important that the purpose and procedures used are transparent; that personnel are well trained
so they use it properly; and it should be clear about what
information is shared with other agencies. P&SN
For more information, contact:
Motorola’s Intelligence-Led
Public Safety Solutions
Motorola Solutions, Inc.
1303 E. Algonquin Rd.
Schaumburg, IL 60196
(847)576-5000
motorolasolutions.com
IBM® i2® COPLINK® Everywhere
IBM Corporation
1 New Orchard Rd.
Armonk, NY 10504-1722
ibm.com/software/products/en/coplink
L.E.A. Data Technologies
14290 SE Lyon St.
Happy Valley, OR 97086
(877)296-3282
leadatatech.com
Predictive Policing®
PredPol, Inc.
predpol.com
(831)331-4550
FirstTwo
firsttwo.com
Bill Siuru is a retired USAF colonel. He has a Ph.D. in
mechanical engineering from Arizona State University. For
the past 45 years, he has been writing about automotive,
aviation and technology subjects.
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Just Published Study:
Autistic Individuals’ Interaction
with Police
A new study about police interactions with autistic individuals who are on the autism spectrum disorder was
published in the June issue of Journal of Autism & Developmental Disorders. The following is a summary of that
research.
The Canadian study examined 284 Ontario (Canada) teens and adult caregivers over an 18 month period.
The study, conducted by Tint, Palucka, Bradley, Weiss,
and Lunsky, was a collaborative effort between Canada’s
largest mental health and addiction teaching hospital, the
Centre for Addictions and Mental Health, and York University (Ontario, Canada).

The Study’s Purpose

Per the researchers, the study focused on describing
police interactions with adolescents and adults who are on
the autism spectrum disorder; the satisfaction with those interactions; and to examine correlates of police involvement
of those surveyed.

Circle 4049 for More Information

Its Findings

Approximately 16% of those studied had interactions
with the police. In 19% of cases, the person was placed into
restraints by police officers. The most common reason for restraining the person was his (or her) aggression. The study also
found people with less severe autism were just as likely to interact with the police.
Several variables were identified for those who had interactions with the police: they tended to be older; they had a history of aggression; they lived outside of their family homes; their
parents had higher rates of caregiver strain; and their parents
had more financial difficulty. Reportedly, 66% of those families
who had interactions with the police described being satisfied.
Dr. Yona Lunsky said about meeting an autistic individual,
“If you met one person with autism, you met one person with
autism.” In short, each autistic person is unique.
The abstract of the article, “Correlates of Police Involvement
Among Adolescents and Adults with Autism Spectrum Disorder,” can be found at http://tinyurl.com/y7e2pd3v.
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DNA Phenotyping Shows Results
One of the benefits of this technology is a significant reduction
of the suspect pool which can save time,
money and manpower.
Kathy Marks

S

imply stated, DNA phenotyping
predicts the physical appearance
of an unknown person from their
DNA. This technology helps to generate investigative leads; narrows the
suspect list or assists when there are no
suspects or database hits; and assists
with mass casualty situations and identifying unknown remains. Companies
committing resources to developing this
technology utilize a number of different
approaches.

Identitas Corporation

Laurence Rubin, Chief Executive
Officer and Director of Identitas, stated
that IDentify is a computer algorithm
developed to analyze multiple DNA
markers and produce phenotypic data.
Identify uses both public and proprietary SNP markers which improve the
accuracy and utility of the analyses for
investigative purposes.
Rubin stressed that the information
produced is not evidentiary, but rather
investigational. It is a tool for the investigator to refine his focus or consider
another direction.
When there are no arrests in the first
24-48 hours, investigators are some-
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IDentify uses 800,000 SNPs which can extend relationship testing to a greater
degree than current STR markers.

times stymied, when no additional evidence is available to advance an investigation. Current DNA profiling depends
on reference samples in a database to
use for comparison to the collected DNA
evidence. When the quality or quantity
of the DNA is poor or suboptimal and no
“match” is in the system, present technologies are severely limited.
The IDentify process facilitates
descriptive (phenotypic) results from

limited amounts of crime scene DNA
without requiring reference samples.
Compare it to scanning a barcode in a
grocery store where a reference identifier is stored. If the barcode doesn’t
match any of the products stored in that
system, then no information regarding
the product or its cost can be obtained.
The IDentify system doesn’t use a “barcode”; instead, it constructs a “picture”
of what the product might look like and

creates useful information to ultimately
identify the product.
Rubin stated, “We strive to provide
information in those cases where investigators are stuck and can’t proceed.
IDentify can potentially characterize
relevant data, narrowing the pathways
going forward, saving time and money.”
Rubin stated that the quantity of
DNA needed is very small, optimally five nanograms; although, in many
cases, they have been able to generate actionable data with less. The scale
required and the ability to perform more
than one set of analyses provides advantages for crime labs, particularly
when sample quantity is very limited.
IDentify can generate data from DNA
on gender, hair and eye color, and composite biogeographical ancestry – all in
one single analysis.
IDentify can extend relationship
testing to a greater degree than current
Short Tandem Repeat (STR) markers,
using 800,000 Single-Nucleotide Polymorphisms (SNPs) to delineate thirdand, in some cases, fourth-degree relatives. This is important for mass disaster
and missing persons’ investigations.

TECHNOLOGY

■

SERVICES

Illumina charts the biogeographical ancestry results in detail.

Crime scene investigations’ adaptation of new techniques may sometimes
be slow due to needed validation and
explanation, expensive equipment and
the required adaptation of newer scientific skills. When the criminal justice

■

system becomes more comfortable with
advanced DNA technologies, these and
other approaches will be utilized to improve the quality, efficiency and accuracy of the investigative process. Rubin
stated, “Identitas aims to be at the fore-

TRAINING

Save time and recover more evidence with
, forensic software for
recovering video and metadata from
surveillance DVRs.
Who We Help

Law Enforcement|Attorneys|Private Labs & Investigators

We offer many services to the civil and
criminal justice communities. We can work
with you and your agency to accomplish a
wide range of objectives.

dmeforensics.com/psn ■ 1-800-413-0363
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DNA PHENOTYPING SHOWS RESULTS
Continued from page 39

front of this new era, as we have partnered with law enforcement on multiple
occasions to improve and deliver our
product.” Identitas’ goal is to produce
a cost-efficient, rapid turnaround test,
with an all in one process.
Toronto (Canada) Cold Case Homicide Investigator D/Sgt Stacy Gallant
submitted 19 cases to Identitas for phenotyping in a real-world study project,
using certain criteria to decide what
best to submit. DNA had to have been
processed at the Centre of Forensic
Sciences and identified as coming from
the offender, except in cases of found
human remains. Other available investigative steps which had, or had not,
been taken were considered and samples had to come from serious felony
cases (homicide, sexual assault, armed
robbery, found human remains).
The IDentify analysis corroborated
the offender’s physical description for
race/ethnicity in six cases.It provided a
physical description which was not previously known in six more and, in two,
it significantly changed the direction in
the search for the offender due to the

Parabon®’s Snapshot™
provides a composite based on a
subject who is 25 years old and of
normal weight.

The Parabon® Snapshot™ age
progression composite is based
upon the normal patterns for
someone of that ancestry relevant
to how the subject might appear
at a particular age range.

physical description provided. Toronto
Police reported a high degree of satisfaction in these results.

System gives forensic testing the potential to deliver extended capabilities,
higher resolution and greater efficiency
– leading to more reliable results. The
system is the first forensically validated, targeted, ‘massively parallel sequencing (MPS)’ solution, also known
as ‘next generation sequencing (NGS)’

Illumina

Cydne Holt, Associate Director, Forensic Genomics, at Illumina, stated,
“The MiSeqFGx™ Forensic Genomics

THE FUTURE OF

FIREARMS TRAINING
AutoTargets is changing the
way law enforcement trains
with firearms.
§ System is wirelessly
controlled by smart devices
§ Targets fall when
programmable zones are hit
§ Hit sync technology records
shot placement
§ Records shot data for after
action review and scoring
§ Targets can easily be
placed anywhere
Learn more:
ActionTarget.com/AutoTargets
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for forensic genomics. MPS is the DNA
sequencing ‘gold standard’; the MiSeqFGx System brings that integrity to
forensic DNA typing, bringing it to the
modern age.” The system consists of
three parts: the ForenSeq DNA Signature Prep Kit, the MiSeqFGx sequencer
and the ForenSeq Universal Analysis
Software.
By combining multiple types of forensic polymorphisms into a single
analysis, the MiSeqFGx system provides more actionable information in
less time with the least amount of sample (<1ng), and at an attractive price.
Laboratory efficiency is increased by
simultaneously reducing the number of
“inconclusive” results and compiling all
the genetic testing in one result. This
makes multiple rounds of expensive,
iterative testing a thing of the past. Additionally, unlike conventional methods,
the MiSeqFGx system is able to target
short, valuable DNA regions, allowing
successful testing of old, degraded or
inhibited samples.
Visible traits can be estimated by the
MiSeqFGx System for use as “investigative leads.” The system provides information about eye color and hair color, as well as biogeographical ancestry
among population groups. It is used for
missing persons’ cases, unidentified
human remains and when there’s no
known suspect and no database “hit.”
These data are visualized and reported using the ForenSeq Universal
Analysis Software, built specifically
for forensic genomics, with the collaboration of forensic experts around the
world. As more and more reliable forensic DNA targets are discovered and
verified, Illumina seeks to offer broader
and deeper visible trait information, in
a highly accurate and responsible way.
David Ballard, Ph.D., a postdoctoral scientist, and Laurence Devesse, a
forensic research associate, are members of the Forensic Genetics Group at
King’s College, London, led by Denise
Syndercombe-Court, Ph.D. The team
is at the forefront of forensic genomics
and, through establishment of a Knowledge Transfer Partnership (KTP), their
work with the MiSeqFGx Forensic Genomics System is leading the way in the
maturation of modern forensic identification technologies.
Their research has led to another
use for DNA phenotyping. The Group

has successfully used the MiSeqFGx
System for complex immigration cases.
In the UK, individuals can apply for family members from abroad to come live
with them. If they are turned down due
to doubt of a familial relationship, then
the individual can appeal and file a request for genetic testing.
“We’ve had two cases where we’ve
seen multiple exclusions with standard
forensic STRs,” Dr. Ballard stated. “Normally, labs will determine that two to

three exclusions between a parent and
a child means that there is no parental
relationship. When we ran these cases through the MiSeqFGx System, we
were able to prove that they were related as parent and child, thanks to the
breadth of markers within the ForenSeq
DNA Signature Prep Kit. Without the
MiSeqFGx System, proving that would
have been very complex, if not impossible.” The ability of the MiSeqFGx System to discern relatedness could also
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DNA PHENOTYPING SHOWS RESULTS
Continued from page 41

help in resolving paternity and missing
persons’ cases and assist in disaster
victim identification.

Parabon® NanoLabs
Snapshot™
Parabon Snapshot DNA Phenotyping is used when crime scene DNA
does not match any others found in

databases (or known suspects), and to
generate additional information about
human remains. The original funding
for Parabon Snapshot came from the
Department of Defense. Parabon is
involved in a separate project with the
Armed Forces DNA Identification Laboratory to identify unknown remains
using new methods for inferring distant
kinship.
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The traits which can be determined
are those externally visible and those
which are highly heritable, such as
eye color, hair color, skin color, facial
shape, and freckling. Ancestry is determined on two scales, first by region
on a global scale, including East Asian,
Oceanian, Native American, African,
Middle Eastern, European and Central
Asian. Ancestors might be from different regions and people with characteristics of two or more regions are called
admixtures.
People from intermediate regions
will appear as a mixture between two
closely related regions (and the subsequent regional ancestry analysis
will localize them to a specific region),
whereas truly admixed individuals will
appear as a mixture between more distant regions and the regional ancestry
analysis will still show them as coming
from multiple regions.
Because Snapshot cannot determine age or environmental factors,
composites are made based on a subject who is 25 years old and of normal
weight. Snapshot can also do an age
progression based on normal patterns
for someone of that ancestry to present
a composite of how the subject might
appear at a particular age range.
Dr. Ellen McRae Greytak, Parabon
NanoLabs’s Director of Bioinformatics,
stated that the composite is not intended to be an individual ID, but a portrayal of the summary of the detailed report
which accompanies it. The information
is presented with confidence levels for
each trait. The information can help
generate leads, prioritize suspects and
contacts and exclude possible suspects.
Only highly heritable traits can be
predicted in varying percentages. Eye
color is nearly 100% heritable, while
freckling is harder to predict because
of the environmental factor of sunlight
exposure. Percentages are presented
as confidence statements. Eye colors
are blue, green, hazel, brown, and
black, but eyes which are dark blue or
green are hard to distinguish and the
confidence level may be lower.
The data may allow law enforcement to exclude most of the suspect
pool. Greytak stated that, “We exclude
phenotypes which are less than ten
percent consistent with the prediction,
so exclusions can be at anywhere from

90% to 99.99% confidence on excluded phenotypes. We explain it as ‘it’s
the same as an eyewitness statement,
factual information, such as a white
subject with blue eyes.’ It’s a genetic
witness.”
The Snapshot procedure uses
SNPs which are changes in the DNA
sequence, rather than using STR for
DNA analysis as is commonly used
for CODIS and other databases. Each
person has millions of SNPs, compared to the 13-27 used in STR, providing much more data to work from.
Greytak stated that “STR treats DNA
as a fingerprint and Snapshot treats
it as a blueprint, all the information to
actually build that person. We are using that to infer that person’s physical
appearance.”
Greytak reports that they deal with
decades old cold cases with no leads.
Snapshot can provide detectives with
information which might allow them to
exclude 95% of possible suspects.
Snapshot has been successfully
utilized, with several arrests, and at
least one conviction in a case in which
they had participated by providing a
composite. Extensive research in developing Snapshot included collecting
reference samples and finding each
trait’s genetic markers, using already
published research and developing
markers of their own. Blind evaluations were done in which they prepared composites and then compared
them to the actual appearance of the
subjects, successfully providing such
comparisons to the media, police departments and other groups, such as
the University of North Texas.
Departments typically contact Parabon and will need to provide the quality of the DNA, how it has been stored,
if it is a mixture, and if there is enough
DNA to test. If the DNA is appropriate
to test, it may sent be to Parabon at a
cost of $3600 per sample.
Galveston (TX) Major Crimes Unit
Detective Derek Gaspard stated that
his department used Snapshot on
the decapitated remains of a female
found in 1988, never identified, but
believed to be a white female. Snapshot provided eye-opening results in
July 2016 when their unidentified victim was found to be an Asian female,
geographically from Central East Asia
(China).

The Galveston PD used Snapshot™ with eye-opening results in July of 2016
when their unidentified victim was found to be an Asian female, geographically
from Central East Asia (China).

This was their first use of Snapshot, but they plan to use it to narrow
a suspect pool on another case. Gaspard said of the new DNA method, “It
is wonderful, especially for our case
where we don’t know either the identity of the victim or her killer.”
Aurora (CO) Police Cold Case
Squad Detective Stephen Conner
used Snapshot on a case involving the
triple murders of a family. Their focus
on a white male was confirmed and the
field of suspects was narrowed down.
Conner spoke to how he uses
Snapshot, “The usefulness of Snapshot is as an investigative tool. Since

I have no idea of what a suspect may
look like in any given case, Snapshot
can assist in providing that information.” The composite is what a suspect
may look like and other investigative
factors are applied, such as whether
the suspect was in Colorado at that
time. “This technology is a tool, not a
magic bullet.” P&SN
Kathy Marks is a retired child
abuse investigator with 30 years of experience; a writer and researcher; and
the author of numerous law enforcement articles. She may be contacted
at kathymarks53@aol.com.
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Brass and Blood:

Fighting and Fixing with Advanced
Field Survival Procedures
This jointly taught combat casualty course stresses that
officers should possess the ability to press home the fight
and render aggressive patient care, not only to themselves,
but also to others who may have been injured.
Jim Weiss, P.J. Ryan
and Mickey Davis

L

aw Enforcement (LE) trainers previously taught that, if a police officer’s
hand or arm was injured in a gunfight,
he/she was to put that arm/hand behind
his/her back and continue the combat
course with the weak or support hand.
The premise was that, even though an
officer may be shot or injured, he/she
should finish the fight, take out the bad
guy and deal with the injury afterward.
Enter Hugh Coffee of Ditch Medicine
and Chase Jenkins of Talon Defense.
Their tactical combat and casualty care
methodologies, modeled after the accepted protocols of Care Under Fire and Tactical Field Care, involve medical care and
doing what is needed to stay in the fight
– training which goes beyond the norm
commonly offered in combat casualty care
courses.
This training concept may seem complex on paper, yet it’s simple in execution. They incorporate proven lifesaving
shooting skills instruction, along with
emergency medical intervention. These
methodologies are based upon concepts
proven in the combat zones of both Iraq
and Afghanistan.

External Bleeding

Every street police officer should
know how to deal with the three types of
external bleeding. Capillary bleeding occurs when a minor scrape or cut opens
capillaries; it is almost always slow bleeding and small in quantity. Venous bleeding involves deep cuts capable of opening veins, typically resulting in a steady,
but relatively slow, flow of dark red blood.
Usually, the best way to stop this is to put
direct pressure on the wound. Arterial
bleeding is less common and the most
dangerous, involving a large volume of
bright red blood which comes in spurts
that correspond with each beat of the
heart. Treatment of arterial bleeding is situational dependent. The current tactical
situation would dictate which intervention
is most appropriate – tourniquet placement, stopgap pressure, direct pressure,
or some combination of these interventions. If immediate intervention is not directly carried out, a severe arterial wound
can cause death within a few minutes.
The type of wounds addressed in
Brass and Blood training are those
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caused by gunshots with complications,
including external and internal bleeding
and damage to underlying structures.
Training began with a safety briefing,
range rules and team assignments. As
it progressed, so did the stress levels of
the trainees. The dynamic mechanics of
the progressing scenarios, as in real-life
situations, did not involve calling to the
bad guy for time-out, but rather it continued with the officers addressing both their
wound(s) and the bad guy(s).
The Brass and Blood four day training course monitored for this article was
conducted in partnership with the Pinellas County, Florida, Sheriff’s Office. The
students were separated into two equal
groups. Talon Defense taught the firearms segment and Ditch Medicine taught
the medical care training portion. Both
parts of this training eventually dovetailed
into the last day of the class and were a
real eye-opener for most of the law enforcement students.

TALON DEFENSE, LLC
(talondefense.us.com)
Along with having the officers shoot
from their strong side, Talon Defense also
incorporated drills which had them drawing their handguns and shooting, as well
as reloading, all with their support (weak)

This training aid (tennis ball) helps to emphasize that, if your hand sustains an
injury, you can still use your arm to get as close to a two-handed grip as possible.
hand. This was to instill in them that they
could accomplish this with minimal adjustments to their normal shooting stance
and maintain safety (muzzle discipline).
Some officers found it easier to draw their
handguns if they grabbed their duty belt
and shifted their holster closer to the center of their body. Others had duty issued
leg holsters which posed various other problems. Talon Defense addressed

these to help these officers overcome any
challenges.
After conducting both strong side
and support (weak) side shooting drills,
training progressed to the uncompromising tennis balls. In this drill, officers held
the tennis ball in their support hand and
executed a basic two-handed shooting
stance where both hands meet at arm’s
length in front of the individual. The chal-

“Forty percent of the time, there will be
more than one suspect.”
~Dave Grossi, Calibre Press Seminar
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This officer has placed a tourniquet on
a simulated injury and then continued
to engage various threats. Fighting
through the injury and ending the encounter is a necessity.

lenge, according to Talon Defense, was
to isolate the trigger finger with repeated
practice and let their subconscious take
over.
Course students were instructed to
consciously think about how hard they
were gripping the pistol because gripping
it tightly would make it harder to isolate the
trigger. Instead, they should apply trigger
pressure similar to pressing a button in an
elevator. With this method of shooting, the
police students held the gun like it was a
beer can, not squeezing it to crush it, but
rather holding it just securely enough not
to spill beer should someone bump into
them.

The officers proceeded to take several
shots to get accustomed to this shooting
style. The rationale for the tennis ball in
the support hand was to simulate an injured, gunshot wounded hand, so there
could not be a proper, two-handed grip. It
also helped the student learn to use his
support hand as best as possible to get
shots on target in a safe and efficient
manner.
It was emphasized that, after neutralizing the bad guy and making sure he
was down and out of the fight, the officer
should keep the handgun’s muzzle pointed toward him. This was to make certain
that, should the bad guy get back into the
fight, the firearm was already on target
and all that was needed was to press the
trigger a few more times to stop any further threat.
Next, Talon Defense had the officers
place a tennis ball in the crux of an elbow,
with their arm bent upwards and their
hands almost touching their shoulders.
Their arms were then duct taped back in a
stress position giving them very limited or,
in most instances, no use of their support
hand/arm. With one entire arm effectively
immobilized, they then shot a course of
fire similar to the one they shot at the start
of their day.
The instructor was available to explain
how to work through the handgun/long
gun drills and also demonstrated how to
load a long gun (most students had an
AR/M4 variant) while in this simulated “injured” condition.
One of the more interesting elements
to note was that officers were instructed
to target on the thoracic and cranial ocular cavity of the body. The cranial ocular
cavity is the area located by making an
imaginary triangle between both eyes to
the tip of the nose. It’s all soft tissue, making bullet penetration much easier should
that target present itself. The thoracic
cavity can be considered to be the center
of the upper chest area located from just
above the suprasternal notch to just below
the base of the throat. This is also referred
to as the jugular notch, the visible indention between the neck and the collarbone.
A direct hit there is likely to penetrate the
C7-T1 vertebrae, stopping most threats
quickly.

Ditch Medicine
(ditchmedicine.com)
Ditch Medicine’s and Talon Defense’s
goal was to create a safe and proficient
tactical thinker who would be safe and capable on the street and not to simply react
to any given situation.
By design, all of the drills were set
up to include problem-solving, stress-inducing scenarios, in order to make the
Circle 4059 for More Information
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BRASS AND BLOOD

Continued from page 46

The AAJT™ is a device which utilizes a belt, windlass and pneumatic pressure to
compress the indicated regions of the body, greatly increasing the stability of the
compression.
officers realize that they can, and will, be
victorious in a firefight, even if they are injured. The training environment was also
structured with both known and unknown
threats. Sometimes, for example, the area
was wet, muddy and littered with debris.
Individuals were forced to work from unorthodox positions while under duress in
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adverse conditions, mirroring what they
might face on the street.
In an injury where arterial bleeding is
involved, a properly applied tourniquet has
been proven to save a great many lives.
With this in mind, training exercises were
begun, with students learning self-aid application of tourniquets and then transition-

Circle 4061 for More Information

ing to buddy aid.
In the drill, “Trauma Shuttle,” officers
were taught to apply tourniquets and bandages to themselves while shuttling back
and forth at 15 yard lengths. At the completion of the training evolution, the officer
would have put in place two bandages and
two tourniquets. This was accompanied by
clear and loud verbalization of the proper
steps involved.
Officers also practiced several proven methods of stopping severe bleeding.
These included cutting one inch wide by
ten inch long strips of cloth from a T-shirt
and inserting them directly into a wound by
pushing them in with their fingers to form a
“clot” of sorts until further medical attention
could be sought.
They were also taught “March to X.”
This exercise involves sending pairs of
law enforcement officers into a hot, downrange situation and immediately triaging,
treating and retrieving an injured individual
who was bleeding out – while returning fire
against the bad guy(s).
The scenario which rounded off the
training had individual officers working in
close proximity to other team members.
During this, the individual had to employ
safe tactics with both primary and sec-

This is one of the dry run drills covering proper grip which becomes even
more important when you, the injured
officer, are forced to use only one
hand.
ondary weapons, direct his team (at certain times), take orders from others, use
discrimination in determining the relevant
threat, and apply correct medical procedures when and where appropriate.
Among the current medical tools
demonstrated and used were Compression Works’ Abdominal Aortic & Junctional
Tourniquet (AAJT™) and North American
Rescue’s Junctional Emergency Treatment Tool™ (JETT®).
The AAJT addresses noncompressible hemorrhage in the leg, groin, pelvis,
armpit, and upper extremities which is not
treatable by a tourniquet. It is stable, easy
to apply and completely stops the loss
of blood to treat a class of preventable
deaths not previously treatable.
According to North American Rescue,
the JETT includes two pressure devices
in a single tool, allowing for simultaneous
blockage of blood flow to both lower limbs
(bilateral) with an easy to apply, preassembled, ready to use belt solution. It is used
for high extremity wounds in the thigh/
groin region where tourniquets cannot be
placed or are less effective, stopping the
bleeding and potentially saving the life of
a casualty which would otherwise bleed
out in minutes. Penetrating trauma, blast
injuries and amputation are examples of
injuries which may require treatment with
this device.

ness to threats, as well as treat injuries at
the appropriate times. Training took place
under blue skies and/or darkness, white
light or no light, and there were time limits. If the team didn’t finish during the prescribed time frame, the scenario continued
until they reached the designated location.
The course scenarios were in no way
easy, but the Brass and Blood course and
scenario training were designed to help
students become both thinkers as well as
fighters; responders and not just reactors.
Reality-based training such as this demonstrates to officers that they can take the
necessary steps to rescue themselves or
others under the most stressful situations.
The entire class pushed their fellow
students to succeed. When it was over,
all law enforcement students were safer
and more effective than when they started.
P&SN
Jim Weiss is a retired lieutenant from
the Brook Park, Ohio, Police Department
and a freelance writer.
P.J. Ryan is a retired law enforcement
officer from the Southeast. During his career, he was a state certified law enforcement firearms instructor and an agency
armorer. He was also a member of his
agency’s Emergency Response Team, a

These two officers have “restricting
injuries” and are working to bring two
guns into the fight. Their goals are to
complete the drill, accurately engaging threats and winning, despite their
injuries. Muzzle awareness and safety
are also critical.
Certified Edged Weapon Awareness and
Spontaneous Knife Defense Instructor
and a Certified Israeli Instinctive Shooting
Instructor. He is currently involved in firearms development, training and tactics.
Mickey Davis is a California-based
writer and author.

Culmination

The final scenario was well choreographed with multiple disciplines included
to challenge students. Teams had to engage the appropriate threats to find their
way to, and rescue, a simulated downed
individual.
Students were also required to properly
assess and treat the most relevant injuries.
Additionally, as threats were engaged, the
wounded individual had to be relocated.
The teams going through these scenarios
had to continually reassess their patient
care while maintaining situational aware-
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Anatomy of a

R A S O M

Attack

A Re

The disruption to individual and departmental computer systems via ransomware is
presenting new challenges to law enforcement agencies throughout the country.
Dr. Stephenie Slahor
recent NBC news report disclosed
how Eastern European hackers
have been exposing law enforcement agencies nationwide to “ransomware” virus attacks – seizing control of
various systems and deleting numerous
ÀOHV DQGRU GHQ\LQJ DFFHVV WR UHFRUGV
and other information. According to this
report, police departments in seven states
have experienced these types of attacks
over the past three years. Explaining to
the ASIS International Annual Meeting
how ransomware operates was Barry
Shteiman, Director of Threat Research
for Exabeam and author of the HULK
DDoS attack tool.

A

:KDW,V5DQVRPZDUH"
Ransomware is computer malware
ZKLFKLQVWDOOVFRYHUWO\RQDYLFWLP·VGHYLFH
and mounts a persistent cryptographic atWDFNWRHQFU\SWXVHUÀOHVRQLQIHFWHGPDchines or prevent access to data. The goal
is to demand ransom to reverse the attack,
said Shteiman. Malware can “evade,”
avoiding detection, as it communicates
with a C2 network. It receives commands
ZKLOH SHUVLVWLQJ DQG FDQ H[ÀOWUDWH GDWD
and then sell that data to a third-party buyer. Ransomware shows itself once it has
completed its attack and communicates
RQFH LI DW DOO ,W LV SDFNHG SUHFRQÀJXUHG
and encrypted locally, then sells the data
back to the victim of the virus.

+RZ,W$GYDQFHV
Shteiman explained that the “chain”
of ransomware goes through steps: the
campaign, infection, staging, scan, encryption, and payday.
In the “campaign,” the user is usually
tricked into downloading and activating
a malicious dropper or payload via an
E-mail, watering hole attack, exploit kit, or
“drive-by.” The E-mail is usually simple:
a message which informs the user that
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a particular document, invoice, package
delivery information, etc. is within the
message. “These things look real,” said
Shteiman, but, if opened, that downloads
a random dropper – hard coded.
The “infection” dropper phones
home to download an .exe or a camouÁDJHGH[HFXWDEOHWKHQFRSLHVRUVWDJHV
the malicious executable to a local. The
dropper script is then terminated and potentially dissolved and the malicious payload is then executed.
“Staging” occurs when the ransomware runs on the computer, sometimes
moving to a new folder, then dissolving,
FKHFNLQJIRUORFDOFRQÀJXUDWLRQDQGUHJistry keys, such as proxy settings, user
privileges, accessibility, or other meaningful information. Then, it does “persistence steps,” such as running at boot,
running when in recovery mode, disabling
the recovery model, and so on. Various
commands are issued to delete shadow
FRSLHV RI WKH ÀOHV DQG WKH UDQVRPZDUH

might then communicate at this stage to
get the public key negotiated or to learn
where the user or system comes from
and whether they are applicable targets.
“Scan” occurs when the ransomware enumerates the local and network
accessible systems, looking for a list of
ÀOHH[WHQVLRQV,WVFDQVDQGPDSVWKHVH
locations. Some variations also check for
write/delete writes at this stage. This is
a stage in which the ransomware could
spread to other computers. (Scan speed
is affected by network speed and the
amount of data and servers, Shteiman
added.)
“Encryption” occurs in all discovered
ÀOHVERWKORFDODQGPDSSHG7KHRULJLQDO
ÀOH LV WKHQ GHOHWHG )RU HYHU\ ORFDWLRQ
ZKHUHÀOHVDUHIRXQGDQGHQFU\SWHGDXto-generated ransom notes are created in
multiple formats, such as .html, .txt and
scripts. Encryption is local to the infected
machine and network infections travel to
the local machine and back. Speed de-

pends on volume.
“Payday” comes after encryption,
with a ransom note created on the desktop and displayed to the user, then the
ransomware terminates and usually deletes itself.

Fighting Back
Shteiman said the varying time when
each of these steps occurs may give an
opportunity to disable the ransomware.
Detection opportunities come between
infection and payday. Infection and staging take seconds, but scanning and encryption take minutes to hours, giving a
possible opportunity to stop the spread of
the infection.
Graphing the connections stitches
together user activities which cross accounts, devices, IPs, and networks. Then,
a model can be built for anomalies, such
as whether it is a new process, mass deletion, new extensions, abnormal or suspicious LAN/WAN location access, registry edits, or deletion or scan on multiple
assets.
For further information, log on to
www.exabeam.com/library for the Threat
Research Report, 7KH$QDWRP\RID5DQsomware Attack, a white paper which
covers the business models used by ransomware operators, the attack chain, and

5DQVRPZDUH'RHVQ·W0HDQ*DPH2YHU
According to Adam Kujawa, Head of Malware Intelligence, ransomware
works well because undetected variants are developed and deployed

TXLFNO\DQGWKHSURJUDPKDVWRH[HFXWHRQO\RQFHWREHHσHFWLYH,WFDQ
FRPSOHWHO\ORFNGRZQDV\VWHPDQGHQFU\SWLPSRUWDQWðOHV+HH[SODLQHG
that ransomware uses two primary methods: the “drive-by” which infects
the system “behind the scenes” without user interaction; and “phishing”
which tricks the user into opening an attachment which will launch a
VFULSWLQJðOHGRZQORDGWKHPDOZDUHDQGLQIHFWWKHV\VWHPDOOZKLOHHYDGLQJGHWHFWLRQ.XMDZDDGGHGWKDWVRPHWLPHVLWLVPDOZDUHZKLFKLQVWDOOV
RWKHUPDOZDUH
2SWLRQV WR ðJKW UDQVRPZDUH LQFOXGH UXQQLQJ DQWLYLUXVDQWLPDOZDUH
XVLQJEDFNXSVIRUUHVWRUDWLRQGHOHWLQJHQFU\SWHGðOHVIURPWKHEDFNXS
(assuming the history is enabled); analyzing for the root cause of the inIHFWLRQDQGRUðQGLQJDGHFU\SWRUWKURXJKWKH*RRJOHġVHDUFKHQJLQH
E\ *RRJOLQJ WKH QDPH RI WKH UDQVRPZDUH .XMDZD DOVR UHFRPPHQGHG
NoMoreRansom.orgZKLFKOLVWVGHFU\SWRUV
Although some users will choose to pay the ransom, Kujawa said
such action not only costs money, but encourages more ransomware and
WKHXVHUPD\QRWDFWXDOO\JHWWKHðOHVEDFNDQ\ZD\RUWKHV\VWHPPD\EH
UHLQIHFWHGODWHU+HVDLGì,GRQRWUHFRPPHQGSD\LQJWKHUDQVRPòHYHUú

detection and disruption of ransomware
in the corporate environment. Being prepared and taking precautions about ransomware can save time and money and
prevent future incidents. P&SN

Stephenie Slahor, Ph.D., J.D., is a
ZULWHULQWKHÀHOGVRIODZHQIRUFHPHQWDQG
security. She can be reached at drss@
msn.com.
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Sept. 24–29, 2017
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Conferences are co-hosted by Phoenix PD and Arizona Tactical Officers Association
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1HZ%DFNSDFN'XW\%DJ²WKH6LOHQW3DUWQHU™
Made with feedback from law enforcement professionals,
DQGGHVLJQHGIRUWKHLUHYHU\GD\QHHGV%ODXHU·V6LOHQW3DUWQHU
has innovative features with a tough 840D ballistic nylon exterior.
The new design includes interior touches such as headrest
VWUDSVZKLFKWXUQWKHÁDSRIWKHEDFNSDFNLQWRDVHDWEDFNRUJDnizer, along with additional storage. The lower interior part of the
EDJZKLFKVLWVÁDWRQWKHVHDW RSHQIRUHDV\DFFHVV KDVDQ
insulated food and beverage space, adjustable VELCRO® dividers, and is big enough to store a loaded duty belt.
A protective, vacuum molded armor plate storage pocket
is included, along with a padded laptop/tablet pocket with easy
access; adaptive closure side bungee pockets which allow the
storage of larger items; and a slash pass-through on the bottom to accommodate a seat belt
to secure the bag to the passenger seat of a vehicle.

Circle 4066 for More Information

1HZ([SDQGHG/LQHRI3LVWROV
1HZ7RXFK6FUHHQ'LVSOD\
Havis Inc. has introduced a new
lightweight touch screen display
76'  which mounts directly
WR D YHKLFOH·V GDVK SDQHO 7KH QHZ
space-saving display functions as an
external monitor, providing the option
of docking and mounting computing
devices elsewhere like the trunk to
maximize space and create a comfortable work environment. It features an anti-glare screen and a red
monochrome night mode designed
to minimize eyestrain; a screen size
of 11.6'' length x 8.5'' width x 1.4''
depth; a high resolution of 1366 x
768 pixels; and a total weight of 2.2
lbs. A friction-based hinge on the new
mount series creates a rapid tilt swivel and rotation motion for a range of
left, right, portrait to landscape and
upward adjustments, allowing users
to lift the touch screen display.

Circle 4064 for More Information

1HZ3ODWH&DUULHU
Available from Adorama,
5.11Tactical®·V QHZ OLQH RI
TacTec™3ODWH&DUULHUV offers superior penetration resistance without the weight
or bulkiness of a traditional
ÁDN MDFNHW The TacTec
3ODWH &DUULHU features a
skeletonized waistband and
yoke shoulder pads for a
VHFXUHDQGFRPIRUWDEOHÀW

Circle 4067 for
More Information

Smith & Wesson® Corp.
has expanded its line of
Self Defense pistols to include Flat Dark Earth and
*UD\ IUDPH ÀQLVKHV 7KH
Smith & Wesson SD Series, chambered in 9mm
and .40 S&W, offers a variety of features, including a
smooth, consistent trigger pull and a lightweight polymer
frame.
The 6'™ and 6'™ pistols feature a reliable, duUDEOHVWULNHUÀUHGSLVWROZKLFKLQFOXGHVDVROLGPROGHG
polymer frame, as well as an ergonomic grip. The Self
Defense pistol series comes standard with a white dot
front sight and a white two dot rear sight, as well as an
accessory rail for optional lights, lasers and rail mounted
accessories. Both the Flat Dark Earth and Gray frame
ÀQLVK 6' 6HULHV SLVWROV IHDWXUH D VWDLQOHVV VWHHO VOLGH
DQGEDUUHOZLWKDGXUDEOH$UPRUQLWHÀQLVKSURYLGLQJ
increased corrosion resistance.
The 6' pistol is available with a 16+1 round capacity, while the 6' pistol is standard with a 14+1
magazine capacity. Equipped with a four inch barrel and
an overall length of 7.2", both models are well-suited for
personal protection or home defense.
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New Storage Systems

3LRQHHU6XPPLW™ Series
Designed to deliver maximum
OLJKW LQWHQVLW\ WKH ORZSURÀOH 3LRneer Summit Series is available
LQ PXOWLSOH VSRW ÁRRG DQG VFHQH
RSWLF FRPELQDWLRQV :KHOHQ·V DOO
new patent-pending Helios™ Optics increase clarity with 100% silicone internal optics. The 3LRQHHU
Summit Series features optional
integrated warning and ICC marker
lights for optimal illumination and
visibility.
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Jotto Desk is excited to offer Storage Systems for
WKH)RUG3,8WLOLW\ which keep your weapons, gear and
emergency supplies organized and quickly accessible.
Constructed of 12-gauge aluminum and made in the
USA, these systems provide both storage options and
security, while allowing easy access to your spare tire.
(LJKWGLIIHUHQWFRQÀJXUDWLRQVDUHGLYLGHGLQWRWZRFDWHgories – a Weapon Storage Cabinet and a Dual Vertical
or Double Dual Vertical Drawer design.
7KH :HDSRQ 6WRUDJH &DELQHW FRQÀJXUDWLRQV RIIHU
two shelves which are approximately 37" deep. The VerWLFDO'UDZHUFRQÀJXUDWLRQVRIIHUWZRGUDZHUVZLWKVOLGHV
rated at 200 lbs. total capacity and feature full extension
IRUHDV\DFFHVV7KH+RUL]RQWDO'UDZHUFRQÀJXUDWLRQV
feature 1.5" over travel on the slides and are also rated at 200 lbs. It includes a divider and
is perfect for the smaller items which are frequently needed. A Package Tray is also available to secure odds and ends.
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REAL STORIES OF GENUINE ABSURDITY
Odds are this guy wass just
ck…
trying to pass the buck…
-DPHV/0F&OLQWRQ3K'
,GRQ·WZDQWWRNQRZZKDWKHGLGLQ
WKHÁXWHVHFWLRQ«In Fort Worth, Texas, police uploaded security camera footage of a music store thief who walked out
of the shop with an entire guitar stuffed
GRZQKLVSDQWV2IÀFHUVXSORDGHGDYLGeo to YouTube showing the man walking
into the Guitar Center store and going to
a corner where he shoved a $1,700 Tobacco Sunburst Fender guitar down his
pants and then he hid the instrument
with his puffy vest. Police said they were
shocked by the footage and are asking
members of the public to come forward if
they recognize the man from the footage.
(“You must be mistaken. I already had
this guitar in my pants when I came in.”)
,VQ·W WKH GULYHWKURXJK SULYDWH
SURSHUW\DQGWKHUHIRUHQRWVXEMHFWWR
FRXFKODZV" Canadian Police said two
men were arrested after taking an intoxLFDWHGULGHWKURXJKD0F'RQDOG·V® drivethrough in New Brunswick while riding on
a couch towed by an ATV. The Miramichi
3ROLFH'HSDUWPHQWVDLGDQRIÀFHUWUDYHOing on KG Highway spotted the entourage with two men riding atop the piece
RIIXUQLWXUH7KH$79GULYHUÁHGRQWKHYHhicle, leaving the couch and its occupants
behind. The intoxicated couch riders,
ages 28 and 39, were arrested. A security
FDPHUDÀOPHGWKH$79WRZLQJWKHFRXFK
and the passengers on a Miramichi street
PRPHQWVEHIRUHWKHSROLFHRIÀFHUVSRWWHG
the scene at the drive-through. (A couple
of genuine couch potatoes.)
)UDXG LV WKH ÀUVW WKLQJ ZKLFK
FRPHVWRP\PLQG« A pregnant woman convinced a reporter from a TV station
in Jacksonville, Florida, that the “positive”
urine tests she was advertising on Craigslist were accurate and that she was
putting herself through school by supplying them (making about $200 a day).
The seller claimed that “many” pregnant
women market their urine for tests – even
though the main use of the test seems to
be “negotiation” with boyfriends or husbands. ,WVRXQGVOLNHLW·VNLQGRIDQH[WRUtion starter kit.)
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In Massachusetts, a man who contested
a speeding ticket in court gave the judge
g a
XQLTXH H[SODQDWLRQ ² WKH RIÀFHU·V UDGDU
DG
GD
DU
DU JXQ
J Q
JX
may have picked up a deer. The Haverhill
Hav
ver
erhi
h ll
man was clocked going 40 mph in a 30 mph
zone in West Newbury and was given
n a $105
WLFNHW +H DSSHDOHG LQ FRXUW DVNLQJ WKH RIÀcer if he was 100% sure his radar gun had
captured his speed or the speed of a deer
which could have been in the vicinity.
ty. When
confronted by the skeptical judge, the
he defendant replied that anything was possible.
ible. The
ÀQH ZDV XSKHOG ,QFLGHQWDOO\ GHHU FDQ UXQ
approximately 30 mph. (Judge: Stop
p bucking
the system and cough up the doe! Defendant:
efendant:
Your Honor, how will I get out of this rut?)

´6RUWRIDQ(=3DVVIRUFURRNVµ«
A 27-year-old man was arrested in
$SRSND )ORULGD ZLWK D PRGLÀHG OLcense plate cover which let him avoid
highway tolls. His scheme included a
remote control on his keychain which
he used to raise and lower his license
plate cloaking device. The device let
KLP DYRLG LGHQWLÀFDWLRQ E\ FDPHUDV
as he passed through turnpike checkpoints without paying the tolls. But,
he got greedy – and lazy – when he
neglected to check his rearview mirror
before lowering the cover and failed to
notice that right behind him was a Florida Highway Patrol car. :RXOGQ·WLWEH
easier to just drive a pickup with the
tailgate down?)
*UHDW GHWHUUHQW ² QRZ DGG VRPH
2& WR WKH PL[ In Tacoma, Washington, a man grew tired of thieves
snatching packages from his porch and
decided to take action. He took a box
from a previous order; rigged it with
D SODWH D VWULQJ DQG D ÀULQJ SLQ DQG
now, if you try to take it off the porch,
you will be taught the error of your ways
E\ D JDXJH VKRWJXQ EODVW ,W·V RQO\
D EODQN VKHOO EXW LW·V HQRXJK WR VHQG
WKLHYHVÁHHLQJ+HVD\VRQHWKLHIHYHQ
left his cell phone on the porch. ,W·V
just a suggestion, but maybe he could
include some garbage and a few other
waste products to the box, as well.)

, GRQ·W WKLQN 6DQWD ZLOO KDYH DQ\
WURXEOH ÀJXULQJ RXW ZKR·V EHHQ
QDXJKW\RUQLFH In Arkansas, a mother thought her Amazon account had been
hacked until her six-year-old admitted to
XVLQJ WKH VOHHSLQJ ZRPDQ·V WKXPESULQW
to buy $250 worth of Pokémon™. The
JLUO XVHG KHU PRWKHU·V WKXPESULQW WR XQlock her iPhone® while she was taking
DQDSDQGRSHQHGWKHGHYLFH·V$PD]RQ
app. She thought she had been hacked
ZKHQ VKH UHFHLYHG FRQÀUPDWLRQ (PDLOV
for $250 worth of Pokémon merchandise
² KHU GDXJKWHU·V IDYRULWH ² EXW WKH VL[
year-old soon confessed to the shopping
spree. “No, Mommy, I was shopping.”
Mom says her daughter assured her,
´%XW GRQ·W ZRUU\ ² HYHU\WKLQJ , RUGHUHG
is coming straight to the house.” 7KLV
\RXQJPRWKHU·VRUGHDOLVRQO\MXVWEHJLQning.)
7KLVLVRQH´UHGOLJKWGLVWULFWµPR
WRULVWVQHHGWRDYRLG«&DOLIRUQLD·V
law aimed at improving the fairness of its
UHG OLJKW FDPHUDV DSSDUHQWO\ LVQ·W EHLQJ
observed in Fremont (pop. 214,000, just
north of San Jose). Last year, the city reportedly earned an additional $190,000
more each month by shortening the “yellow” phase by two-thirds of a second at
just two intersections. Tickets went up
445% at one and 883% at the other. (Do
you get the feeling that someone is missing the point here?) P&SN

With Next-Generation ClearDuty® Technology.
• Small footprint with maximized brightness
• Resistance to scratching, pitting and cracking
• Keeps water out
• High UV characteristics eliminates yellowing

Fascia

The first extremely compact, tricolor
perimeter light on the market.

Available in three and four inch options.

At only one inch thick, mpower
LVÀIW\SHUFHQWWKLQQHUWKDQLWV
leading competitors
ClearDuty® silicone
lens technology offering
industry leading
ten-year warranty
protection against
ultraviolet discoloration
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THE WORLD’S MOST BATTLE-PROVEN FIREARMS.™

TO LEARN MORE, CONTACT YOUR LOCAL
FIREARMS RETAILER OR VISIT FNAMERICA.COM.
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